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Abstract

Botnets have been widely increased over the years and new attacks have appeared on the surface
and needed to be detected as they are crucial in every systems due to the effect they have on system
availability and the potential for significant financial loss. Classical Intrusion Detection Systems
(IDS) have become insufficient to defend these attacks and meet the demands of growing security
threats, especially against zero-day attacks. Machine learning is a promising solution to detect
botnets due to its ability to detect new malwares. Different researchers applied machine learning
in detecting botnets in network and we explored different articles that used machine learning
models in detecting botnets by summarizing their researches and outlining the strength of each
article and what machine learning algorithms are used in their studies. However, these studies need
to be enhanced to improve the performance of intrusion detection systems by discovering
undetected botnets in networks. The aim of this study is to introduce an enhanced model to detect
botnets using machine learning algorithms. We prepared the dataset to make it ready for processing
then we select and extract features to determine the best set of features that enhance metrics and
make better models. We then dealt with outliers using different methods which is the main step in
enhancing our models. Then we trained our models using four different algorithms which are
Support Vector Machine, Random Forest, Logistic Regression, and Gradient Boosting Algorithms.
To evaluate and test our model, we used precision, recall, and f1-score metrics to measure the
enhancement. We applied the model with two different ways. First using oversampling then
without it to know the impact of oversampling on our model. Finally, we compared our results
with the benchmark and between the algorithms themselves to find best suitable algorithm in this
type of problems. The results shows that our models got enhanced metrics compared to the
benchmark models and the support vector machine algorithm gave the best enhancement without
and with oversampling which obtained 18.46% and 26.54% respectively it terms of recall metric.
The results also shows that oversampling technique that we used leads to worse results in logistic

regression algorithm and make no effect in both random forest and gradient boosting algorithms.
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