Abstract

Digitalization and new technologies have become increasingly integral to the operations of
humanitarian organizations. As these organizations embrace new digital technologies, they
transition from passive participants to active stakeholders in the realm of cyberspace. However,
this increased involvement also exposes them to potential cyber threats that can undermine
their ability to protect and aid individuals affected by armed conflicts or violence. Therefore,
humanitarian organizations must comprehend the security risks associated with these advanced
technologies to safeguard their systems and data. Security in this context encompasses the

interplay of people, processes, and technology.

Information Security Awareness (ISA) has gained significant attention as a concept that can
mitigate the risks posed by information security breaches. Numerous ISA models have been
developed to address this need. However, existing models have not adequately addressed the
specific needs of humanitarian organizations. This research proposes an Enhanced Information
Security Awareness model for humanitarian organizations, which includes two additional focus
areas: device securement and awareness of policy. The enhanced model builds upon the
existing seven focus areas in addition to the two added focus areas and aims to provide a
comprehensive framework tailored to the unique challenges faced by humanitarian

organizations.

The effectiveness of the enhanced model was evaluated using the EHAIS-Q questionnaire. The
results of the thesis indicate that the inclusion of the two additional focus areas in the enhanced
model has positively influenced information security awareness within humanitarian
organizations. The findings also demonstrate that the enhanced model effectively enhances
employees' understanding of information security, leading to an improved security culture

within humanitarian organizations.

In conclusion, the proposed Enhanced Information Security Awareness model, with its
additional focus areas of device securement and awareness of policy, fills the gap in addressing
the specific needs of humanitarian organizations. The research findings highlight the positive
impact of the enhanced model on information security awareness and emphasize its

effectiveness in enhancing employees' understanding of information security practices.
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