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Abstract

In the digital age, password-based authentication serves as a critical
safeguard to protect sensitive electronic information systems. However, the
challenge is creating strong, easy-to-remember passwords for multiple
accounts. Passwords are necessary to protect our personal accounts and
sensitive data. As the number of accounts we use increases, it becomes more
difficult to remember strong, unique passwords for each account.
Researchers have published various methods based on salting, hashing,
symmetric encryption, and key splitting methods. The research "Generate a
secret key with easy saving and remembering” describes the idea of
generating a suitable secret key that is easy to remember and remember, as
he succeeded in generating a strong password but difficult to remember and
save. This research presents a new model and mechanism for creating the
secret key (password) by balancing security and memorability. Based on
existing research on key generation and user experience, the proposed model
uses a new approach to password generation. The model creates secure
passwords that are easy for users to remember and store in their memory with
a specific mechanism, reducing the risk of forgetting the password and the
difficulty of memorizing it. The research addresses the details of the
proposed model and identifies its basic mechanism and implementation.
Furthermore, it presents the methodology used to evaluate the model's
effectiveness, including user studies and security analysis. The results
showed that the percentage of ease of memorization and recall was 7% and
8% out of 10%, respectively, compared to the previous study in which the
percentage of ease of memorization and recall was 3% and 4% out of 10%,
respectively. The results also showed that the security strength of the secret

key generated from the proposed model, in which the number of symbols is



40, requires 87.4 years to break since the Key field is 104™°. Thus, the key
space is equal to 6.362171 x 10" bits. The results show that the proposed
model significantly improves password recall while maintaining strong
security. The model's ease of use and enhanced security features promise

contributions to the user experience and information security practices.
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