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Cryptography Concepts, Cryptography History,
Encryption and Secrecy, the Objectives of dasiall
A Cryptography, Attacks, services, Cryptographic . 1
2 yplography v yprographi Introduction
Protocols, Provable Security. Algebra and
Number and Information Theory
Symmetric - Key Encryption: Stream Ciphers, . »
Block Ciphers, DES, YDES, AES. glidall pdes
Modes of Operation Cryptographic Hash Jilaiall
2 w2 Functions: Security Requirements for Hash Symmetric- 2
Functions, Construction of Hash Functions, Data Key
Integrity and Message Authentication, Hash Cryptography
Functions as Random Functions.
Symmetric - Key Encryption: Stream Ciphers, . »
Block Ciphers, DES, YDES, AES. gldal) jids
Modes of Operation Cryptographic Hash Jilaiall
2 w3 Functions: Security Requirements for Hash | Symmetric- 3
Functions, Construction of Hash Functions, Data Key
Integrity and Message Authentication, Hash Cryptography
Functions as Random Functions.
The Concept_of Pub_llc - Key Crypt_ography. alal) ZUkal) s
2 Wt Modular Arithmetic: RSA, the Discrete Public-Key 4
Logarithm, Homomorphic Encryption Crvotograph
Algorithms, Elliptic Curve Cryptography. yptographny
:\—AhedCTnCi)t-:; Pul:.llc- ;g;ytirygt_ogratphy. alal) kel b
2 wo 0 u- ar Arithmetic: SA, e |.scre e Public-Key 5
Logarithm, Homomorphic Encryption Crvotograph
Algorithms, Elliptic Curve Cryptography. yptographny
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= Cryptographic Protocols: Key Exchange and
Commitmet Sohemes Sore Sharing, | 2 s
2 wi Verifiable Electronic Elections, Mix Nets and Cryptographic 6
Shuffles, Receipt-Free and Coercion-Resistant Protocols
Elections, Digital Cash.
= Provably Secure Encryption: Classical
Information-Theoretic Security, Perfect Secrecy Sila ) AN
9 W7 and Probabilistic Attacks, Public-Key One-Time ddlaiay) 7
Pads, Passive Eavesdroppers , Chosen-Ciphertext | Probabilistic
Attacks , A Security Proof in the Random Oracle Algorithms
Model , Security Under Standard Assumptions.
el JLEay) 8
we Midterm Exam
= Provably Secure Encryption: Classical
Information-Theoretic Security, Perfect Secrecy Sl 3l )
2 WO and Probabilistic Attacks, Public-Key One-Time 4y 9
Pads, Passive Eavesdroppers , Chosen-Ciphertext | Probabilistic
Attacks , A Security Proof in the Random Oracle Algorithms
Model , Security Under Standard Assumptions.
il 3l gl
= Probabilistic Algorithms: Coin-Tossing Ldlaiay)
2 W10 Algorithms, Monte Carlo and Las Vegas . 10
Algorithms, PrObal?I|IStIC
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11\41_\3 il
2 w1y | ® The Basic Assumptions and concepts, Bit slay) 11
Security algorithms, Pseudo randomness. One-Way
Functions
CraY) bl
= Classical Information - Theoretic Security, A saal)
Perfect Secrecy and Probabilistic Attacks ,
2 wiz Public-Key One-Time Pads, Passive Provably =
Eavesdroppers, Chosen-Ciphertext Attacks Secur(_a
Encryption
o8 oY) kil
®= The Bounded Storage Model, The Noisy Channel g pia
2 W13 Model, Unconditionally Secure Message Unconditional | 13
Authentication, Collision Entropy and Privacy .
Amplification, Quantum Key Distribution. Security of
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Levgls_ of Secgrlty, Claw-Free Ealrs and B g gall
2 W14 CoII|S|0f1-RfeS|stant Hash Fun_ctlons, Provably 14
Authentication-Tree-Based Signatures, A State- L
Free Signature Scheme, Algebra and Number Sec_ure Digital
Theory Signatures
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H
2 W Implementation of Symmetric-Key Encryption and decryption: | 4
Stream Ciphers, Block Ciphers.
Implementation of Symmetric-Key Encryption and decryption:
2 w2 . . 2
Stream Ciphers, Block Ciphers.
2 w3 Symmetric Ciphers (DES, AES, RC4) 3
2 Wt Symmetric Ciphers (DES, AES, RC4) 4
2 wo Public-key Ciphers (RSA, Diffie-Hellman Key Exchange) S
2 wA Cryptographic Protocols. 6
Wy (Midterm Exam) Jwadll chuai jLad) 7
2 ws Probabilistic Algorithms 8
2 w9 Implement of One-Way Functions 9
2 W10 Implement Provably Secure Encryption 10
2 wi1 Implement Unconditional Security of Cryptosystems i
2 wi2 Implement Provably Secure Digital Signatures 12
2 wis Implement Provably Secure Digital Signatures 13
w14 Final Exam (les) Juall) digs JLad) | 14
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sTasks and Assignments <tdsil) g dala¥) | V11
“ s ¢ A &,3 ad<at) el
A0 £ gl | i 1es) alal) | a
Week Due | mark | s Assignments No
(O
o | 10 | sop kS JLaall g Al i) bl gl | )
s A a9 8 . . .
J‘z xj 0 "’f + BB g )2l o + Blenl) B ) AR il |
X 3 . AP i .
. Llaad) i) 480 Lial) L) + gl ) )
e ielas (Asdand) iy B 4 8 + o + gl ) + Jaladl
20 Total Score 4a_all eyl
: Learning Assessment al2ill a3 685 Vi
o8l ‘
Yormall) | 15 u | @ ‘)'T*" o 583 ol R
Proportionof | pjqrk o Assessment Method No
Final Week Due
Assessment
% 6.67 10 L gl s jldiall g bl glly | 1
% 3.33 5 ) Quiz (V)Jus sl | 2
% 13.33 20 il Midterm Exam (ki) Jadl) chual jLidl | 3
% 3.33 5 ] Quiz (V)38 Clish | 4
. Final Exam (es) duadll 4ilgs sl
%3334 | o e gl (o) - 5
(practical)
. Final Exam i) Juadll dlgS Lad)
% 40 60 | e Luld (%) & 6
(theoretical)
%100 Yo Total g sexall

(4 ol QAR s (il a4l A ilsall aul) iLearning Resources aldll jdbas Vil

(o2 o= 35 Y) tRequired Textbook(s) 4w il aal sl |
1. Hans Delfs and Helmut Knebl, et al, “Introduction to Cryptography
Principles and Applications,” Third Edition ©Springer-Verlag Berlin
Heidelberg 2015.
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1. William Stallings, 201Y, “Cryptography and Network Security: Principles
and Practice”, Tth Edition, Prentice Hal.

2. Jeffrey Hoffstein and Jill Pipher, et al, “An Introduction to Mathematical
Cryptography,” Second Edition© Springer Science + Business Media New
York, 2014
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https://docs.microsoft.com/en-us/windows/win32/seccrypto/about-cryptography
https://docs.microsoft.com/en-us/windows/win32/seccrypto/about-cryptography
https://www.tutorialspoint.com/cryptography/index.htm
https://sites.google.com/site/ddmwsst/cryptography-concepts

