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= Cryptography Concepts, Cryptography History,
Encryption and Secrecy, the Objectives of dadial
2 w1 Cryptography, Attacks, services, Cryptographic Introduction 1

Protocols, Provable Security. Algebra and Number
and Information Theory

* Symmetric - Key Encryption: Stream Ciphers, guibal) judda

Block Ciphers, DES, 3DES, AES. Jilaial)
2 W2 | = Modes of Operation Cryptographic Hash Symmetric- 2
Functions: Security Requirements for Hash Key
Functions, Construction of Hash Functions, Data Cryptography
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Integrity and Message Authentication, Hash
Functions as Random Functions.
= Symmetric - Key Encryption: Stream Ciphers, " -
Block Ciphers, DES, 3DES, AES. gldal) il
®= Modes of Operation Cryptographic Hash Jilaial) )
2 W3 Functions: Security Requirements for Hash Symmetric- 3
Functions, Construction of Hash Functions, Data Key
Integrity and Message Authentication, Hash Cryptography
Functions as Random Functions.
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. - . pl T s
Modular Arithmetic: RSA, the Discrete i
2 w4 ; : ) . Public-Key 4
Logarithm, Homomorphic Encryption Algorithms, Crvotoaraph
Elliptic Curve Cryptography. yptography
The Concept of Public - Key Cryptography. ) Uil i
. - . padl T S
Modular Arithmetic: RSA, the Discrete i
2 w5 ; : ) . Public-Key 5
Logarithm, Homomorphic Encryption Algorithms, Crvotograph
Elliptic Curve Cryptography. yptograpny
Cryptographic Protocols: Key Exchange and i i
Entity Authentication, Identification Schemes, “YJFJ;"JJ*
2 W6 Commitment Schemes, Secret Sharing, Verifiable skl 6
Electronic Elections, Mix Nets and Shuffles, Cryptographic
Receipt-Free and Coercion-Resistant Elections, Protocols
Digital Cash.
Provably Secure Encryption: Classical .
Information-Theoretic Security, Perfect Secrecy sl
2 W7 and Probabilistic Attacks, Public-Key One-Time Adlday) 7
Pads, Passive Eavesdroppers , Chosen-Ciphertext Probabilistic
Attacks , A Security Proof in the Random Oracle Algorithms
Model , Security Under Standard Assumptions.
(hall) iy
w8 Midterm Exam 8
Provably Secure Encryption: Classical ilaa 3l gad))
Information-Theoretic Security, Perfect Secrecy Aullaay)
and Probabilistic Attacks, Public-Key One-Time o iliegs
2 w3 Pads, Passive Eavesdroppers , Chosen-Ciphertext Probabilisti 9
Attacks , A Security Proof in the Random Oracle . ¢
Model , Security Under Standard Assumptions. Algorithms
cilaa 30 A1)
w1 Probabilistic Algorithms: Coin-Tossing Allaay)
2 Algorithms, Monte Carlo and Las Vegas . 10
0 : Probabilistic
Algorithms. Algorithms
dgala cailda g
2 W1 The Basic Assumptions and concepts, Bit Security oLyl 11
1 algorithms, Pseudo randomness. One-Way
Functions
_ ) _ ) G addat)
Classical Information - Theoretic Security, Perfect SRl
2 Wi Secrecy and Probabilistic Attacks , Public-Key Provébl 12
2 One-Time Pads, Passive Eavesdroppers, Chosen- S y
Ciphertext Attacks Enc?’(;/l:art?on
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The Bounded Storage Model, The Noisy Channel g i
W1 Model, Unconditionally Secure Message .,
2 - - , Unconditional | 13
3 Authentication, Collision Entropy and Privacy s ity of
Amplification, Quantum Key Distribution. ecurity o
Cryptosystems
Provably Secure Digital Signatures Attacks and Al 9"?‘
W1 Levels of Security, Claw-Free Pairs and Collision- 2 Rl
2 a Resistant Hash Functions, Authentication-Tree- Provably 14
Based Signatures, A State-Free Signature Scheme, | Secure Digital
Algebra and Number Theory Signatures
Provably Secure Digital Signatures Attacks and Casall oY)
Levels of Security, Claw-Free Pairs and Collision- 2 ad gl
2 V\5/1 Resistant Hash Functions, Authentication-Tree- Provably 15
Based Signatures, A State-Free Signature Scheme, | Secure Digital
Algebra and Number Theory Signatures
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5 wi " Implementation of Symmetric-Key Encryption and decryption: 1
Stream Ciphers, Block Ciphers.
2 w2 | " Implementation of Symmetric-Key Encryption and decryption: 5
Stream Ciphers, Block Ciphers.
2 W3 | = Symmetric Ciphers (DES, AES, RC4) 3
2 w4 | = Symmetric Ciphers (DES, AES, RC4) 4
2 W5 | = Public-key Ciphers (RSA, Diffie-Hellman Key Exchange) 5
2 W6 | = Cryptographic Protocols. 6
W7 (Midterm Exam) Jwaidll ciuai jLA) 7
2 W8 | = Probabilistic Algorithms 8
2 W9 | = Implement of One-Way Functions 9
2 W10 | = Implement Provably Secure Encryption 10
2 W11 | = Implement Unconditional Security of Cryptosystems 11
2 W12 | = Implement Provably Secure Digital Signatures 12
2 W13 | = Implement Provably Secure Digital Signatures 13
w14 Final Exam (ces) Juaill) dilgs Lia) 14
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1. Hans Delfs and Helmut Knebl, et al, “Introduction to Cryptography
Principles and Applications," Third Edition ©Springer-Verlag Berlin
Heidelberg 2015.
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1. William Stallings, 2013, “Cryptography and Network Security: Principles
and Practice”, 6th Edition, Prentice Hal.

2. Jeffrey Hoffstein and Jill Pipher, et al, “An Introduction to Mathematical
Cryptography,” Second Edition© Springer Science + Business Media New
York, 2014
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https://docs.microsoft.com/en-us/windows/win32/seccrypto/about-cryptography
https://docs.microsoft.com/en-us/windows/win32/seccrypto/about-cryptography
https://www.tutorialspoint.com/cryptography/index.htm
https://sites.google.com/site/ddmwsst/cryptography-concepts
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