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al, a3

Overview of Data
Communication Networks
(Computer Networks hard ware
and software), Data
Communication Network Model,
Classification of Data
Communication Networks, Data
Network Architecture.

-

daddall
Introduction

al,a2
bl,c2,.c
3

Introduction, Classification of
Signals, Filters, Line Coding,
Analog-to-Digital ~ Conversion,
Modems, Transmission Media,
Wireless  Medium,  Channel
Impairments.

Ay 5ol A3 dal)
Physical Layer 2

al, a2,
bl, cl,
c2,

Data Link Layer Protocols, Data
Link Layer Design Issues,
Framing, Bit Stuffing, Flow
Control, Error Detection and Error
Control Protocols, Data Link
Control Protocols.

L) Jals ) A
Data Link Layer 3

al, a2,
b1, d1

Introduction, Channel Allocation
Problem, Multiplexing Schemes
Revisited, Orthogonal Access
Schemes, Controlled  Access
Schemes.

dadniall J gea ol cillaladia
Multiple Access 4
Schemes

az, a2,
bl, c2,
c3,dl

Introduction to Local Area
Networks,  Ethernet,  Virtual
LANSs, Gigabit Ethernet, Wireless
LANSs, Token Ring Network.

Ada o) el
Local Area Networks

az2, a3,
b2, c3,

IP Addressing, Maximum
Transmission Unit, IP Version 4
Addressing, [P Subnetting, IP
Quality of Service, congestion
Notification, Address Resolution
Protocol , I1Pv4, IPVv6.

Routing:  Routing  Principle,
Routing  Algorithms, Routing
Metrics, Routing  Protocols,
Multicast Routing.

Network Layer

az,
b1, cl,
c3,dl

Transport Layer Service,
Elements of Transport protocols,
TCP and UDP, SCTP and DCCP.

Al Zagh
Transport Layer

bl, cl,
c3

Application  Layer  Services,
Dynamic Host Configuration
Protocol, Domain Name System.

et A8
Application Layer

az, bl,
c3,dl

Radio Communication Basics,
Cellular Communication, Mobile
Cellular  Networks, Handoff,
Generations of Mobile
Communication Networks.

Alatial) cNLatY) clSuE
Mobile Communication 9
Networks

a2,a3,
b2, c1,
c3,d1

Introduction, Types of Network
Attacks, Security Services, Data
Encryption Terminology,
Cryptographic Systems, Digital
Signatures, IP Security.

A yal

Network Security 10

28
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Order

al, b2, c3, d1

Introduction: study the components of
data communication, network and
Analog and Digital Signals.

b1, c1, c3

Networking device: Implementation
of small Network using (Repeater,
Hub, Switch, Router and Gateway).

a2, bl, d1

Transmission media: Guided and
Unguided media to network

bl, c2, c3, d1

Creating Networking cable: By
using crimping tool and study of
RS232 standard and Network
Topologies and Preparing of network
cables with LAN.

b1, cl1,c3, d1

Case Study 1: Working of Physical
Layer for a) Standard Ethernet, b) Fast
Ethernet, ¢) Gigabit Ethernet,
Understanding Encoding- Bit rate,
modulation, topology, mode of
communication  (Simplex, Half
Duplex, Full Duplex) for each of
Ethernet generations.

b1, c1,c3,d1

Work in groups: Creating workgroup
of computers and resource sharing (file
& printer) (Windows OS preferred)

al, c2,dl

Network Commands: Use the
Network command for configuration
as (ifconfig, ping, tracert, netstat (for
Windows: pconfig, traceroute) and
Trouble shooting of networks.

bl, b2, c1,c3

Case Study 2: Working of Data Link
Layer for a) Standard Ethernet, b) Fast
Ethernet, c¢) Gigabit Ethernet,
Understanding Data Link Layer:
Framing, Physical Addressing, Flow
and Error Control, MAC for each of
Ethernet generations.
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= Routing Programming: Implement a

a3, b2, c2 2 1 various Programming for Routing 9
Algorithm.
= Practice one of the following tools of
Network
1. Filezilla: program for File
cl,c2,c3 2 1 Transfer Protocol. 10

2. Wireshark: tool for capturing and
analyzing network traffic.
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Assessment
. S jLial) g claal gl
al,a2,a3,b1,b2 | 9 6.67 | 10 | Leswd Gl Ldal) g clalsh s 1
b1, b2,c1,¢c3,dl | 96 3.33 5 ouabd) Quiz (1)Jss i<l 2
% o) (A Juadll chuad Lidl
al, a2,23, bl, b2 12 22 20 l Midterm Exam(theoretical) :
bl, b2, c1,¢3,d1 | 9% 3.33 5 ikl Quiz (2) JsS clite 4
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0 L
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A AL A s S e 20 i sl ) il a0 s SLANNING Resources e-u\ 2laa

(02 & 33 Y) tRequired Textbook(s) 4w 1) aal yall |1

1. Oliver C. Ibe, “Fundamentals of Data Communication Networks," First

edition, 2017, Wiley publisher.

:Essential References 8wal) gl sall 2

1. Forouzan, Behrouz, “Data Communications and Network," 7. 2013,

McGraw-Hill. ISBN: 9780073376226.

2. Prakash C. Gupta, “Data Communications and Computer Networks”,

Second Edition, January, 2014,

Electronic Materials and Web Sites etc. ...<x 5 ad) a9 4 g i) jilaal) 3

CCNA Material, www.cisco.com
Opnet: www.opnet.com

pwNPE

GNS3, Packet Tracer: www.cisco.com
MCSE material: www.microsoft.com
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:Course Intended Learning Outcomes (CILOS) JJM‘ el’:\ QBJM Jdv
100 e 108 ) (98 g ) jiall Al )3 (pa s LY day
gl g gl g%a 5 Lgdlan] g cailad) ilSad g Uil Joal A Apaalid¥) pablial) i my — a1
ALATA ey cilSud g e i) A e Ll p cililnd) Jua ) A4S 9 588 Gl gl iy - 82
L) g i) Jals ) Alds 8 Aaadiiual) ABNA) cilia )l sA) 238y - 23
Apdiall Jtal) Sy gl 5 Al g Ausladl) o paalal) CilSadd Aplad) i) Jlay -1
ALl A 8 ABNAY) e Y JaS g Dgie g 4 sl (e DS G AN ey - D2
AGAY o8] (et Al gl il padiey - c1
Alaal) il g Al el 8 daadical) e )l sad) MG - €2
A gal) ARl B s ALl (B Lglndat g CilSudd) g ULl Gl 5 Aala] aladiay el Giliss c3
Gl gal) (g gualad) il o Wb g i) g <l 9aY) aladis) JA (e 23y G AS Jary -1
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:Course Content JJ-MM X Y- VIRV

:Theoretical Aspect 4_Bill cile gua gal) 1Y )

clelu) [ o i e o il gl N
bl & = 5 b‘ _‘FM"? gall G e giagall) | AR
Con. H Vgiik u opics Units Oerrd

® Qverview of Data Communication Networks
2 W1 (Computer Networks hard ware and software), Data dadiall 1
Communication Network Model, Classification of Data

Communication Networks, Data Network Architecture. Introduction

®  Introduction, Classification of Signals, Filters, Line . .
v Aty ) Akl

2 w2 Coding, Analog-to-Digital Conversion, Modems, 7
Transmission Media, Wireless Medium, Channel Physical Layer
Impairments.
® Data Link Layer Protocols, Data Link Layer Design i) ol ) ddud
Issues, Framing, Bit Stuffing, Flow Control, Error .
2 w3 Detection and Error Control Protocols, Data Link Data Link 3
Control Protocols. Layer
i) Jals ) A8k
® Data Link Layer Protocols, Data Link Layer Design :
2 wa Issues, Framing, Bit Stuffing, Flow Control, Error Data Link 4
Layer
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Detection and Error Control Protocols, Data Link
Control Protocols.
Jsa sl cildahi
5 Introduction, Channel Allocation Problem, Sadaiall 5
W5 Multiplexing Schemes Revisited, Orthogonal Access .
Schemes, Controlled Access Schemes. MUItlple Access
Schemes
Introduction to Local Area Networks, Ethernet, plaal) clsadl)
2 W6 Virtual LANSs, Gigabit Ethernet, Wireless LANS, Local Area 6
Token Ring Network. Networks
Introduction to Local Area Networks, Ethernet, Axlaal) cilsaal)
2 W7 Virtual LANs, Gigabit Ethernet, Wireless LANSs, Local Area 7
Token Ring Network. Networks
W8 el iy 8
Midterm Exam
IP Addressing, Maximum Transmission Unit, IP
Version 4 Addressing, IP Subnetting, IP Quality of
Service, congestion Notification, Address Resolution A€ Adda
2 w9 Protocol , IPv4, IPV6. Network Laver 9
Routing: Routing Principle, Routing Algorithms, y
Routing Metrics, Routing Protocols, Multicast
Routing.
IP Addressing, Maximum Transmission Unit, IP
Version 4 Addressing, IP Subnetting, IP Quality of
W1 Service, congestion Notification, Address Resolution A€ Aduda
2 0 Protocol , I1Pv4, IPV6. Netwbrk La or 10
Routing: Routing Principle, Routing Algorithms, y
Routing Metrics, Routing Protocols, Multicast
Routing.
2 w1 Transport Layer Service, Elements of Transport Jadl) Ak 11
1 protocols, TCP and UDP, SCTP and DCCP. Transport Layer
2 w1 Transport Layer Service, Elements of Transport Jadl) Ak 12
2 protocols, TCP and UDP, SCTP and DCCP. Transport Layer
wi ket 45,
Application Layer Services, Dynamic Host At
2 3 Configuration Protocol, Domain Name System. Apﬁggzilon 13
ol sl
Radio Communication Basics, Cellular Aty
2 w1 Communication, Mobile Cellular Networks, Handoff, Mobile 14
4 Generations of Mobile Communication Networks. . .
Communication
Networks
Introduction, Types of Network Attacks, Security “ <L) Q.ai
2 w1 Services, Data Encryption Terminology, Cryptographic Network 15
5 Systems, Digital Signatures, IP Security. Security
W1 . &1 Al Ld)
6 (s A) Sl Ailgs sl | 16
H28 14 Adadl) cilelud) 5 aulud) 2
Number of Weeks /and Contact Hours Per Semester
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:Training/ Tutorials/ Exercises Aspects ¢stead) cailad) 3,455 ddad Ll
| Cosa/ g s
cont. H | Due Tutorials/ Exercises ord
’ wi | " Introduction: Study the components of data communication, 1
network and Analog and Digital Signals.
) w2 | " Introduction: Study the components of data communication, 5
network and Analog and Digital Signals.
) ws | " Networking device: Implementation of small Network 3
using (Repeater, Hub, Switch, Router and Gateway).
* Transmission media: Guided and Unguided media to
2 w4 4
network
= Creating Networking cable: By using crimping tool and
2 w5 study of RS232 standard and Network Topologies and | 5
Preparing of network cables with LAN.
= Case Study 1: Working of Physical Layer for a) Standard
Ethernet, b) Fast Ethernet, c¢) Gigabit Ethernet,
2 w6 Understanding Encoding- Bit rate, modulation, topology, | 6
mode of communication (Simplex, Half Duplex, Full
Duplex) for each of Ethernet generations.
w7 (Midterm Exam) Jwadll cial i) 7
” ws | " Work in groups: Creating workgroup of computers and g
resource sharing (file & printer) (Windows OS preferred)
= Network Commands: Use the Network command for
) W9 configuration as (ifconfig, ping, tracert, netstat (for 9
Windows: pconfig, traceroute) and Trouble shooting of
networks.
» Case Study 2: Working of Data Link Layer for a) Standard
Ethernet, b) Fast Ethernet, c¢) Gigabit Ethernet,
2 W10 Understanding Data Link Layer: Framing, Physical | 10
Addressing, Flow and Error Control, MAC for each of
Ethernet generations.
* Routing Programming: Implement a various Programming
2 w11 . . 11
for Routing Algorithm,
= Practice one of the following tools of Network
1. FileZilla: program for File Transfer Protocol.
2 w12 2. Wireshark: tool for capturing and analyzing network 12
traffic.
W13 Final Exam (Aes) Juadll dilgs juss) | 14
H24 W1 Adadl) clelaad) 5 anlad) lan
2 Number of Weeks /and Contact Hours Per Semester
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polal 4l

:Teaching Strategies (s ) Sl dul Vi

Practical presentations& Simulation Method 4leall g i g slSlaall -
(Lab works) Practical in computer Lab leadl kil -

Lectures Al Wil 5 palaall -

discussion &éUall g jlsall -
Brainstorming #Y) chasl) -
Problem solvingedSdall Ja -

projects il g algall g cile g ydall -
Self-learning Il aladll -
Cooperative Learning (gl al2ill -
ekl G ) pudd) JalS

sTasks and Assignments <tisil) g dada¥) | VI
(SN £ q
: 5
Mg g | %57 | e iyl /Ll "
Week Due | Mar | /s Assignments
Kk (s Y
el 10 | sap Al cils il g 43l el | 1
e A& 10 S A |+ A _dBlially ) gall anli 4 dolead) cilidail)) 4414 gl )
e Gl delay | (Alend) cilipdail) 48) pa 0 Ldiall 4 o &3 + gmal ) + Jaladl)
| 20 | Total Score 4a ) Alaal [ ]
: Learning Assessment al2ill a3 685 Vi
s i
Yol | Zy (&wﬁ)j“&* PO WY
Proportion of | park pasdl Assessment Method No
Final Week Due
Assessment
%0 6.67 10 e gl S jLiall g claalgllg | 1
9 3.33 5 udleal) Quiz (1)Jss chdsat) | 2
ol Midterm Exam (o) Juadll ciual jLIa)
) Uil =
70 13.33 20 < (theoretical) 2
90 3.33 5 il Quiz (2)Jss ciddsil) | 4
; Final Exam (ces) Juadll 4igs jLad)
0 e aal )l < A
%0 33.34 50 e ) A (practical) 5
: Final Exam (o) Juadl) 43y jLad)
0 e Cualudl - :
70 40 60 e o (theoretical) 2
%100 150 Total & sl
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(AN Al ¢  Qlisl) and ¢ &3 A Cilsal) aul)  sLearning Resources ?h.d" ) obaa Vil

(e 08 45 Y) tRequired Textbook(s) dei sl aal sl |1

1. Oliver C. Ibe, “Fundamentals of Data Communication Networks," First
edition, 2017, Wiley publisher.

:Essential References daibuwall gal jall .2

2. Forouzan, Behrouz, “Data Communications and Network," 7%". 2013,
McGraw-Hill. ISBN: 9780073376226.
3. Prakash C. Gupta, “Data Communications and Computer Networks”,
Second Edition, January, 2014.
Electronic Materials and Web Sites etc. ...cx i) a8 ga 9 4uig i) jilaall .3
CCNA Material, www.cisco.com
Opnet: www.opnet.com

GNS3, Packet Tracer: www.cisco.com
MCSE material: www.microsoft.com
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Course Policies uiall b dafal) clubpd) g Jay) gual) X
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:Class Attendance agaadl) clgdiadl) g dusbpus | 1

ALY pldgl) ate Ja & ajags @l pdlaall (4 %75 gaay i) o 53l -

388 Ja (A glaia¥) Jsda (e qllall o a5 acdll GO Gl g ) gadang | T ) sRal) il adfy -
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:Exam Attendance/Punctuality ¢laia¥l hea | 3

Olaia¥) sy ¢y 4883 (20) ke JAL 1Y) Ll Gladia¥) Jsia il ey Y -

S B el sl daldd) il sl (galad gl Glatel) oo calldal) a1 -

:Assignments & Projects aléally cilipaill | 4

A LAT Jay) pidn g gl 2001 g 223 9 Jmiril) Ahty (B i) £ 93 ) JRal) ] 220y -
VRSIRY

Aalad B AU A Gl 4 3 (e p ey el 3o gall (e CAST anlad B cadlal) ALY -

:Cheating J&\ | 5

DU ¢ gisd Al Adde (g ALl gl il lata¥) (b GEally qallall ald <ipd Jla b -
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:Plagiarism Jui¥\ | 6
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