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Protocols, Multicast Routing.
a2, bl, Transport Layer Service, Elements of Jait ddda
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a2,a3, Introduction, Types of Network Attacks, P .
b2 cl 2 1 Security Services, Data Encryption ASudd) Gl 10
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Router and Gateway).
a2, b1, d1 9 1 . Trar_13m|SS|on media: Guided and Unguided 3
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= Creating Networking cable: By using
bl c2. 3, dl ) 1 crimping tool and stuo!y of RS232 stgndard 4
and Network Topologies and Preparing of
network cables with LAN.
Case Study 1: Working of Physical Layer for
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b1, cl,c3,dl 2 1 . . ' . . 5
Gigabit Ethernet, Understanding Encoding-
Bit rate, modulation, topology, mode of
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communication (Simplex, Half Duplex, Full
Duplex) for each of Ethernet generations.

b1, c1,c3,d1

Work in groups: Creating workgroup of
computers and resource sharing (file &
printer) (Windows OS preferred)

al, c2,dl

Network Commands: Use the Network
command for configuration as (ifconfig, ping,
tracert, netstat (for Windows: pconfig,
traceroute) and Trouble shooting of networks.

b1, b2, c1,c3

Case Study 2: Working of Data Link Layer
for a) Standard Ethernet, b) Fast Ethernet, c)
Gigabit Ethernet, Understanding Data Link
Layer: Framing, Physical Addressing, Flow
and Error Control, MAC for each of Ethernet
generations.

a3, b2, c2

Routing Programming: Implement a
various Programming for Routing Algorithm.

cl, c2,c3

Practice one of the following tools of
Network
1. Filezilla: program for File Transfer

Protocol.
2. Wireshark: tool for capturing and
analyzing network traffic.

10
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Oliver C. Ibe, “Fundamentals of Data Communication Networks," First edition, 2017,
Wiley publisher.

:Essential References dailwall aal sl |

Forouzan, Behrouz, “Data Communications and Network," 7. 2013, McGraw-Hill.
ISBN: 9780073376226.

Prakash C. Gupta, “Data Communications and Computer Networks”, Second Edition,
January, 2014,

Electronic Materials and Web Sites etc. ...cx i) ad) ga g 4 g SN jalaal)

1. CCNA Material, www.cisco.com
2. Opnet: www.opnet.com

-
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3. GNS3, Packet Tracer: www.cisco.com
4, MCSE material: www.microsoft.com
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= Introduction, Channel Allocation Problem, Multiplexing Basailal ‘43“33‘ Clbbis
2 W5 Schemes Revisited, Orthogonal Access Schemes, Controlled Multiple Access 5
Access Schemes. Schemes
dulaa) cludd)
= Introduction to Local Area Networks, Ethernet, Virtual LANS,
2 w6 Gigabit Ethernet, Wireless LANs, Token Ring Network. Local Area 6
Networks
Alaal) <l
= Introduction to Local Area Networks, Ethernet, Virtual LANS,
2 w7 Gigabit Ethernet, Wireless LANs, Token Ring Network. Local Area 7
Networks
WS ‘n,.w il) LAy 8
Midterm Exam
" |P Addressing, Maximum Transmission Unit, IP Version 4
Add_ressi_ng, IP Subnetting, I_P Quality of Service, congestion A<uid) Aih
2 W9 Notification, Address Resolution Protocol , IPv4, IPv6. Net KL 9
® Routing: Routing Principle, Routing Algorithms, Routing etwork Layer
Metrics, Routing Protocols, Multicast Routing.
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= |P Addressing, Maximum Transmission Unit, IP Version 4
Addressing, IP Subnetting, IP Quality of Service, congestion Al dada
2 W10 Notification, Address Resolution Protocol , 1Pv4, IPv6. Net : K L 10
= Routing: Routing Principle, Routing Algorithms, Routing etwork Layer
Metrics, Routing Protocols, Multicast Routing.
2 Wil " Transport Layer Service, Elements of Transport protocols, TCP Jadl) 43 11
and UDP, SCTP and DCCP. Transport Layer
2 W12 ® Transport Layer Service, Elements of Transport protocols, TCP Jall) ddyks 12
and UDP, SCTP and DCCP. Transport Layer
2 w13 " Application Layer Services, Dynamic Host Configuration iyl Ak 13
Protocol, Domain Name System. Application Layer
Radio Communication Basics, Cellular Communication, Mobile Aatial) eNlaty) cilsud
2 wia Cellular . Ne?tworks, Handoff, Generations of Mobile |V|0b|_|e ) 14
Communication Networks. Communication
Networks
Introduction, Types of Network Attacks, Security Services, Data
Encryption Terminology, Cryptographic Systems, Digital m\ uA\
2 w15 Signatures, IP Security. Network Security 15
W16 (s A) Juadll Ailgs s | 16
Aladl) clebd) g aasbuly) a3e
H28 | 14 AP
Number of Weeks /and Contact Hours Per Semester
:Training/ Tutorials/ Exercises Aspects ¢slead) cailad) 3455 ddad ;L
o | B e
Cont. H Due Tutorials/ Exercises o rfjer
Introduction: Study the components of data communication, network
2 wi . . 1
and Analog and Digital Signals.
Introduction: Study the components of data communication, network
2 w2 7. . 2
and Analog and Digital Signals.
Networking device: Implementation of small Network using
2 w3 i 3
(Repeater, Hub, Switch, Router and Gateway).
2 w4 Transmission media: Guided and Unguided media to network 4
Creating Networking cable: By using crimping tool and study of
2 w5 RS232 standard and Network Topologies and Preparing of network | 5
cables with LAN.
Case Study 1: Working of Physical Layer for a) Standard Ethernet, b)
9 W6 Fast Ethernet, c) Gigabit Ethernet, Understanding Encoding- Bit rate, 6
modulation, topology, mode of communication (Simplex, Half
Duplex, Full Duplex) for each of Ethernet generations.
w7 (Midterm Exam) Jwadll ciuad jLia) 7
Work in groups: Creating workgroup of computers and resource
2 ws . . . . 8
sharing (file & printer) (Windows OS preferred)
Network Commands: Use the Network command for configuration as
2 w9 (ifconfig, ping, tracert, netstat (for Windows: pconfig, traceroute) and | 9
Trouble shooting of networks.
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= Case Study 2: Working of Data Link Layer for a) Standard Ethernet,
5 W10 b) Fast Ethernet, ¢) Gigabit Ethernet, Understanding Data Link Layer: 10
Framing, Physical Addressing, Flow and Error Control, MAC for each
of Ethernet generations.
= Routing Programming: Implement a various Programming for
2 wil . . 11
Routing Algorithm.
= Practice one of the following tools of Network
2 w12 1. FileZilla: program for File Transfer Protocol. 12
2. Wireshark: tool for capturing and analyzing network traffic.
w13 Final Exam (1) Juadll Lilgs JLid) | 14
Lhadl) cilebad) 5 aulud) Alas)
H24 | W12 Number of Weeks /and Contact Hours Per Semester
:Teaching Strategies i) bl il V]
Lectures 3.)591.\53\ S)'AIAA.“
discussion 4délall g ) sal)
Brainstorming (1!l ciuaall
Problem solving<\sdiall Ja
Practical presentations& Simulation Method 4xlead) (a5 !l g 3lSlaall
(Lab works) Practical in computer Lab Lex!) (xbil)
projects cadll) g ?LQ'A‘J ale g pdial)
Self-learning (I3l alxill
Cooperative Learning (sl alaill
o3 3l (s il padd) Jals
sTasks and Assignments <t<il) g dalay) | V11
Mgl | 20| €S ‘ lsl) /LU .
Week Due | Mark (;"K‘SJL; st Assignments No
Le sud 10 | o Ahal) e jLaall g A sl clalgh | 1
e AG 10 S | Jadanl) 4 4 _ZBiall g ) gad) and 4 dleal) Cliuatll) AdlA cldte) 5
e Gl iclaa (Adand) cilipdatil) 481 ya , a Ldiall 4+ L) + gal yal)
| | 20 | Total Score &, M) |
: Learning Assessment al2ill a3 685 Vi
(VPO(;E““:‘S\- Oj‘f‘ KQJJ:\ (&JE‘*;;);‘;J‘ ﬁJm‘ ‘*Au‘ a
roportion o e
Final Assessment | Mark . Assessment Method No
% 6.67 10 L gaud S Ll g cilbal gl | 1
%0 3.33 5 bl Quiz (1)Js8 chdstl) | 2
s Midterm Exam (ki) Juadll ciuai jLid)
0 L& :
%6 13.33 | 20 o (theoretical) | °
%0 3.33 5 sl Quiz (2)Js8 wliss | 4

-
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90 33.34 50 e g Final Exam (practical) (i) Juaill 4gs gal | 5

% 40 60 e udldl) Final Exam (theoretical) (¢ ) Jwadll 4gs sl | 6

%100 150 Total & saxall

(5 Ay ) )y (Sl and ¢yl ddu cilgal) ad)  ILearning Resources ?‘w‘ Hlas Vil

(O o8 w3 Y ) :Required Textbook(s) A ) (S|

1. Oliver C. Ibe, “Fundamentals of Data Communication Networks," First edition, 2017,
Wiley publisher.

:Essential References dibwall a2l jall 2

2. Forouzan, Behrouz, “Data Communications and Network," 7. 2013, McGraw-Hill.
ISBN: 9780073376226.

3. Prakash C. Gupta, “Data Communications and Computer Networks”, Second Edition,
January, 2014.

Electronic Materials and Web Sites etc. ...cxi AN a8) ga 9 4uig ) jalaal) 3
CCNA Material, www.cisco.com
Opnet: www.opnet.com
GNS3, Packet Tracer: www.cisco.com
MCSE material: www.microsoft.com

PwNPE

Course Policies Jiall 4 dagial) clubsdl g o) gl i
1 (3l Lo jiall Aaladl Abocd) 0SS o dala) il ol £ a ) sas

:Class Attendance dsaaill cilblladl) yguas dubis [ 1

Ll el gl aie Ja oy Sl pdlaall (4 %T5 sday qlllall 51 -

%25 i) kel Jla A Glaial) Jsia e qllal) a o g aedll Q) LS g ) gmidang | 85 ) Ral) Hiaid py -
peal) e (e Glaal) )81 g

:Tardy Ald) jeaall | 2

EME oo Baly) AL 131 g ¢l JAll Jouadll B ) o DA Aol ) Baal JAL 1Y) B dalaall | guan qilhall praiy -
B ydalaall Joia (1 pday ol ) pd 28 g ¢ hall diud (o Lyl Jdag i)

:Exam Attendance/Punctuality gaidi biga | 3

Gaia¥) 3 e 4883 (20) LlaBa JAL 1Y) Al GlaiaY) Jeds il masn ¥ -

Aolsh B glasia¥) allay Lualdd) guil gll) gudad gl glate¥) oo lUal) quds 1) -

:Assignments & Projects g ldally clivaill | 4

Lgasladi g el LT Jag) guda g Wganleds 381 ga 235 9 Juall) Aty B cillpatl) £ 53 ) JRal) Ml 2aay -

Aalad B AU ) Cal<il) A 3 ¢ pjag el de gall e IS b B llal) AL 1Y) -

:Cheating g2 | 5

U ¢ gisd AadY Adde i A o ualll Glata¥) b (il Gl ol gl Jla b -

Ll danadiall Ao ) (4 pay g bdiall g el 8 JAI ) (Rl qllal) ol cigd Jla (B -

:Plagiarism JuiN) | 6

Gl Aalidl) Aaidl) gakal dde Al ladal) ¢la¥ il duadld Jail padd g g Al b =

:Other policies g A clubwu | 7

... SIS ald 18 5a gl Jilagal) aladiad Jla g AT Sl s -
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