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Abstract

Yemeni universities face a challenge in protecting the integrity and reputation of their
degrees. Traditional certificate verification methods are inefficient and susceptible to fraud. This
work proposes a blockchain-based frame to address these shortcomings. Blockchain technology
offers several advantages, including secure data encryption, efficient information sharing, and
tamper-proof record keeping.

The proposed framework utilizes smart contracts on the Ethereum blockchain and a
distributed file storage network for efficient certificate verification using unique certificate hashes.
This framework reduces costs and processing time for issuing, sharing, and verifying university
certificates. Students benefit from secure and permanent access to their credentials, eliminating
the need to carry physical copies. Additionally, the verification process becomes free and readily
available. This framework empowers Yemeni universities to combat certificate fraud and
streamline the verification process.
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