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The graduate of this program can be work in many areas of computing industries include:

1. Network Systems Security Management,

Information Security Crime Investigator/Forensics Expert,
Information System Security Management,

Network Security Engineer,

Software Security Engineer,

Technical development (Software Design and Development),
Penetration Tester and Security Auditor.

Nowvwkwd

The graduate student from this program should be completed at least 138 credits hours, an
additional to complete the training field. The degree award at program completion is the
Bachelor of Cybersecurity.







1. Program Identification and General Information:
1 | Scientific name of the program: | Cybersecurity
o Total credit hours required to 138 Credit Hours
award the degree
Number of years needed for |4 Years[8 Academic semesters and
3 completion of the program: Summer Training]
The body responsible for Sana’a Universit
4 granting the degree: Y
The body responsible for the Department of Cybersecurity and Dlgltal
5 Forensics, Faculty of Computer Science
program: & IT
6 Award granted on completion of Bachelor of Cybersecurity
the program:
7 | Study system: Regular attendance
Study Language of the Program: | English/Arabic
Entry requirements: Scientific Secondary School Certificate
10 Departments participating in the None
program:
11 | Starting year of the program: 2022/2023
12 | Study methods in the program: | Full time
. . . Sana’a University, Faculty of Computer
13 | Location of Delivery: Science & IT
14 | The program resources: Sana’a University
As per Regulations of the Ministry of
15 | Minimum grade requirements: | Higher Education and Scientific
Research
16 | Other admission requirements: Accordlpg to the University Rules and
Regulations
. Date of current development of
7 | the program:
1. Network Systems Security
Management,
2. Information Security Crime
Investigator/Forensics Expert,
3. Information System Security
The graduate of this program can be Management,
18 | work in many areas of computing . Network Security Engineer,

industries include:

4

5. Software Security Engineer,

6. Technical development (Software
Design and Development),

7. Penetration Tester and Security
Auditor.

8. Assistants Teachers
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2. University Vision, Mission, Values, Objectives, and Goals:

University vision 2025:
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University mission:
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University Core values:

e A pioneering and Continuous Education
e Teamwork

e Transparency and Accountability

e Creativity and Innovation

e Professional integrity and objectivity

Special University Objectives (Educational):
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3. Faculty Vision, Mission, Values, and Objectives:

Vision:
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Mission:
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Values:
e A pioneering and Continuous Education
e Teamwork
e Transparency and Accountability

e Creativity and Innovation
e Professional integrity and objectivity

Faculty Objectives (Educational):
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4. Cybersecurity and Digital Forensics Department Vision, Mission, and
Objectives :

Vision of the Department:

To qualify cybersecurity and digital forensics professionals
Ao ) Aliad) Lkl g A1 pad) cpa¥) (B Craadiia Sl

Mission of the Department:

Providing distinguish academic and research programs in cybersecurity and digital forensics
issues through providing an appropriate motivated education environment for creative thinking
and scientific research excellence according to accreditation standards to meet the needs of the
local and regional labor market.

e Hind e dpailad L 4 53 DA (e Al Ailiad) Llcalll 5 ) yudl eY) Jlae (3 Jacie ding 5 Leas ST gl
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Objectives of the Cybersecurity and Digital Forensics Department:

1. Providing academic programs with high quality that meet the needs of the local and
regional labor market in cybersecurity and digital forensics disciplines.

2. Providing an appropriate and stimulated (motivated) learning environment for
creativity, innovation and research excellence.

3. Preparing graduates with knowledge, intellectual and general skills for future careers in
cybersecurity and digital forensics issues to be active and responsible members of
society.

4. Developing the students and academic staff capabilities for self-learning, effective
communication, and teamwork, taking into account the ethics of the profession.

5. Encouraging faculty members and involve students in projects/scientific research in
cybersecurity.

6. Providing scientific and technical consulting, and participating in training technical
cadres to secure the various sectors.

B laliia) (08 Llle 33 o dpad ) dliad) Ll g ) ) (aY) Jlna (2 ApapalS] gl g ppali 1
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5. cybersecurity Program Mission and Objectives:

Program Mission:

Preparing students with knowledge, skills, values and competitive capabilities to
contribute in developing and protecting of the cybersecurity community to meet the
needs of the local and regional labour market through providing an appropriate
educational environment.

cilalind i puad) (a8 aaine lan s shai o Fad Lonall i) <l sl 5 gl g <l leal) 5 o jbaadly dllall dlac
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Program Objectives:

1. Providing the students with theoretical concepts, intellectual skills, values and practical
applications in the field of cybersecurity .
s mall 0¥ Jlae (A Aleal) il g sl 5 4 jSAN < jlgall 5 A ylail) aaalially Akl &y g 35
2. Acquiring students' skills, tools and techniques for analyzing, designing, implementing
and evaluating computing-based systems secure .
Al Ay gl Al i g 2,055 5 vty il A 531 clyiil) gl 5081 5 <l lgal) Aallall LS
3. Preparing specialized cadres capable of competing for future careers in the field of
cybersecurity that meet the needs of the local and regional labor market.
Ada el Janll (3 pms claliind ol S ped) (580 Jlave (8 AuLiiuall Ciilda sl dliall Ll 5588 daradie ;)5S dlac
AaalBYl
4. Developing graduates' skills in communication and working within a team or an
individually, and encourage them to creative thinking and lifelong learning to be active
and responsible in cybersecurity.
1535l Bladl (s alxill 5 el uSEl o agmandis (o JS sl (Ba s e Jasdl s Juai¥) 3 Gan Al ) jlge dai
) 9aY) 8 (s g (il eliac]

Annex- 1, Survey on the Strategic Orientations of the Department and Similar Departments, and
their Alignment to the Strategic Orientations of the University and Faculty.

6. Program Standards & Benchmarks:

Academic Standards:
1. ABET Criteria for Accrediting Computing Programs.
2. National Academic Reference Standards (NARS): Computing Program.

3. Cybersecurity Curricula 2017, Curriculum Guidelines for Post-Secondary Degree
Programs in Cybersecurity. A Report in the Computing Curricula Series Joint Task
Force on Cybersecurity Education, Version 1.0 Report, 31 December 2017:

Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance

Rector
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e Association for Computing Machinery (ACM),
e IEEE Computer Society (IEEE-CS),

¢ Association for Information Systems Special Interest Group on Information
Security and Privacy (AIS SIGSEC), and

¢ International Federation for Information Processing Technical Committee on
Information Security Education (IFIP WG 11.8).

4. ABET, Computing Accreditation Commission, Criteria for Accrediting Computing
Programs, Effective for Reviews during the 2020-2021 Accreditation Cycle.
Annex- 2, Academic Standards Curriculum Criteria of Accreditation Board

Annex- 3, Unified Regulations for Student Affairs, Ministry of Higher Education and Scientific
Research

Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance

Rector
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Program Benchmarks:

Survey on the Strategic Orientations of the Department and
Similar Departments, and their Alignment to the Strategic
Orientations of the University and Faculty:

1.

National University of Singapore - Singapore. Https:// www.comp.nus.edu.sg

Cybersecurity Program Information:
https://www.comp.nus.edu.sg/programmes/ug/isc/curr/

Imam Abdulrahman Bin Faisal University Dammam - Saudi Arabia:
https://www.iau.edu.sa/

Cybersecurity Program Information: https://www.iau.edu.sa/en/news/cyber-
security-and-digital-forensics-of-the-ccsit-iau-is-accredited-by-abet

Capitol Technology University - United States- Maryland: https:// www.captechu.edu

Cybersecurity Program Information: https://www.captechu.edu/degrees-and-
programs/bachelors-degrees/cybersecurity-bs

Southeast Missouri State University - United States- Missouri: https://
www.semo.edu

Cybersecurity Program Information: https://semo.edu/study/cybersecurity.html

University of Bahrain - Bahrain. https://www.uob.edu.bh/

Cybersecurity Program Information: https://bub.bh/courses/bsc-computer-
science-with-cyber-security/

Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance

Rector
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7. Graduate Attributes:
The cybersecurity program graduates are:
Problem solver and critical thinker
COSEAD Jla 8L Sia
Analyst and detector of cybersecurity requirements, vulnerabilities, weaknesses, threats
2. and risks
Operator and master of cybersecurity systems, technologies, and tools at various
3. institutional levels
s ) iy sianall it 8 ) el (¥ ol ol g ol g dadail Jrdia 5 Jalaiia
Designer of secure computer systems and networks
A 25l Ay gula IS LY acas

1.

Resist security attacks and maintain a safe working environment

Communicator and Team-worker

1 ded g fp pac 5 Jual 5l

Social, legal, and ethical responsible
7] i ) AENAY 5 Lymainall Al 5 pasell Jonia
Self-learner

’ ‘H;a\heh_h

Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance
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8. Program Learning Outcomes (PILOs):

ILOs Type

Proposed ILOs to FCIT — Sana'a Univ.

Knowledge
A and

Understanding

: Demonstrate an understanding of theoretical knowledge and

A 2:

A3:

practical concepts, mathematics, computing and social science
fundamentals related to cybersecurity.

Explain, discus and express security issues and requirements,
software components and application, vulnerabilities, threats,
attack and risk activities in cybersecurity environment.

Conscious about security policy and planning, professional
ethics, crimes legal and organizational responsibilities to
maintain business continuity.

Cognitive/
B Intellectual
Skills

B1:

B 2:

B 3:

B 4:

Recognize, identify and classify cybersecurity requirements,
crimes, threats, vulnerabilities, risks, networks tools and
technologies in cybersecurity practices.

Analysis and evaluate the impact of computing-based system
on society, business and individual, computing system security
and digital forensics issues based on professional ethics and
legal responsibilities, cybersecurity rules and standards.

Propose suitable cybersecurity solutions, plan, policy,
technologies, tools and techniques to meet the society and
business continuity needs.

Design, integrate and test a secure computer and network
systems, software components and applications that meet
organization and individual needs.

C | Professional
Skills

Practical and

C1:

Ca:

Cs:

C4:

Apply and practice theoretical and practical principles of
cybersecurity, computing science and mathematics to detect,
defend and maintain a business continuity and secure
computing-based system assets.

Use cybersecurity standards, and digital forensics concept,
tools and techniques to solve and investigate a security
problem in cybersecurity practices.

Employ cybersecurity frameworks, tools, techniques and
technologies to implement, operate, manage and monitor a
secure computer and network systems in the presence of
threats and risks in different platforms.

Test, troubleshoot, and develop a secure computer and
networks systems, software components and applications that
meet organization and individual needs.

Head of Department

Quality Unit Dean of the Faculty Center of Development & Quality Assurance

Rector
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¢ Research

D1
D a:
General and
D | Transferable
Skills D 3:
D 4:

: Use creative thinking, research skills in solving cybersecurity

Communicate effectively to convince ideas and proposed
solutions in different environments.

Function individually, leader or as a team member to
accomplish a common goal based on professional, legal and
ethical responsibilities in cybersecurity practices.

problem to contribute in improve the enterprise's security and
performance.

Keep up with modern cybersecurity skills, standards, tools and
techniques for personal professional development and life-long
self-learning.

9. Teaching and Learning Strategies:

Letures/Active lectures
Tutorials

Laboratory based session

Problem solving

Seminar/ project/presentation
Interactive class discussions
Exercises and home works

Directed self- study/ Independent learning

Team work (group learning)

Teaching Strategy

Description

Lectures /Interactive
lectures

These are interactive lectures weekly conducted in the class
and supported with variety of teaching formats including,
lectures and multimedia presentations, use of whiteboard to
solve examples and illustrating different tasks and problems
introduced by the presentation, and class discussions, in
which concepts, approaches, and case studies are presented,
explored, and shown students what they need to know.

Discussion

This is allow the students ask questions during the lecture or
other students for purpose of clarifying the subject of the
lecture and increasing the concentration and absorption of
the student and attention.

Tlustrations

Ilustrations performing an activity so that learners can
observe how it is done in order to help prepare learner to
transfer theory to practical application. Moreover, this
strategy involves the teacher showing learners how to do
something

Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance
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Teaching Strategy

Description

Brainstorming

It is a process for generating multiple ideas/options in which
judgment is suspended until a maximum number of ideas
has been generated. It is a common teaching approach that
is often used by organizing a meeting of a group of students
in a round circle, so that students combined focus their
thinking on solving a problem in creative ways, and this
strategy is usually followed in educational meetings and
work sessions to stimulate students, their thinking and
discussion.

Seminar/
project/presentation

In each course, different projects which cover a variety tasks
in the course will be prepared by the teacher and assigned to
different student's groups. Moreover, the teacher needs to
set advance work for a selected number of students, and
then have the selected students present their work to the
whole group, for discussion, criticism and suggestions for
improvement. Seminar sessions and presentations provide
an opportunity to address questions, queries and problems.

Tutorials

Tutorial classes are provided to create a stimulating
environment for students to work through examples,
exercises and case studies. Tutorials include worksheets of
carefully-designed questions that make students to think
about challenging subjects. They are designed to be used
after a brief lecture in which students work in pairs or
groups.

Case Studies

To be taken in each subject to be aware regarding the
courses.

Computer lab-based
sessions

Practical Applications using a variety of software or
simulations software before the real design and
implementation. The student use programing and
applications in the laboratory based sessions that are
required for some courses to balance between theoretical
and practical issues. A variety of web-based searches
students will be assigned to learn how they can search for
solutions using the Web.

Directed self-study/ Self-
learning

Students are encouraged to undertake independent study to
both supplement and consolidate what are being learned.

Students are encouraged to undertake independent study in
some topics to consolidate what is being learned. Self-
learning is required for students to "talk science" and
encourage them to teach each other.

Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance
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esearch

Technology

Teaching Strategy Description
The training is used to relate the theoretical aspects with the
Training practical ones. The course of training is a sequence of events

that trainer needs it for a particular job or activity.

Problem solving

This allows students to become more active in their learning
as they work out which information, they need to find out
how to solve a particular problem.

10. Assessment Methods

Written examinations (Mid
Quizzes

Oral exams
Technical/Practical Report
Project/Practical Lab Sessio
Coursework Activities

Case studies
Presentations.

Problem solving
Individual/Group Project.

and final Terms)

ns

Home works and assignments

Assessment Strategy | Description
. o Mid. term & Final exams for each course is required for all
Written examinations courses except Graduation Projects. These exams will
(Mid and final Terms) evaluate the extent in which the student understanding of
theoretical and applied subjects
Some points are assigned to multiple choice questions and
Quizzes in order to asses' student ability to follow the
Quizzes lecturer during the study course. quizzes are related to past
as well as topics discussed in the period. This helps students
develop self-confidence, readiness, and accuracy in major
exams.
Oral exams is useful to evaluate the extent of understanding
Oral exams ) )
the different subjects of the course.
Technical /practical Assessing students to their ability to write theoretical and
Report/Project/Practical Lab | 1ab reports as well as the understanding of organizing the
Sessions reports. The practical lab sessions are required for some
courses.
Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance
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Assessment Strategy | Description

Assignments Students are given special tasks, exercises, puzzles, and
activities during the class or at homes.

Coursework Activities Course work Activities is one of the assessment methods by
which it can evaluate students.

Home works and assignments will evaluate students
according to their ability to explain and illustrate the
assignments they are given.

Home works and
assignments

Case studies Assigning case studies to students is very helpful to assess
the extent of understanding the topics.

Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance
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11. Alignment of Program Intended Learning Outcomes (PILOs) to
Teaching Strategies and Assessment Methods:
. Assessment
PILOs Teaching Strategy Methods
o L(?cture.s/ Interactive lectures e Written tests (mid and
* Discussion final terms)
Knowledge and e [llustrations .
. . e Quizzes
Understanding e (Case Studies e Oral exams
A1, A2,A3 o Directed self-study/ Self- e Assignments
learning .
e Exercises
e Lectures/Interactive lectures e Written examinations
e Discussion e (Mid and final Terms)
e Illustrations e Quizzes
e Preparation Seminar/ | ¢ Oral exams
Intellectual Skills project/presentation e Technical Report
B1, B2, B3, B4 e Tutorials e Assignments
e Brainstorming e Coursework Activities
e C(Case Studies e C(Case studies
e Problem solving e Presentations.
e Team work (group learning) e Problem solving
e Interactive lectures e Written examinations
e Discussion e (Mid and final Terms)
e Illustrations e Quizzes
e Preparation Seminar/ | ¢ Oral exams
project/presentation e Technical/Practical
Professional & practical * Tutorials . Repgrt/ Practical Lab
skills e C(Case Studies . Sesglons
Ci, C2, C3, C4 . C(?mputer lab-based sessions e Assignments o
e Directed self-study/  Self- | ¢ Coursework Activities
learning e Case studies
e Training e Presentations.
e Problem solving e Problem solving
e Team work (group learning) e Individual/Group
e Group project Project
e Preparation and presentation
e Tutorials e Technical Report
General & Transferable | ¢ Case Studies e Coursework Activities
Skills e Directed self-study/  Self- | ¢ Case studies
D1, D2, D3, D4 learning e Presentations.
e Team work (group learning) e Problem solving
e Exercises and home work

Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance
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12. Project Assessment:

Each project will be assessed as follows:

Item Marks Distribution
Research project supervisor. 60
Internal examiner: a member of the department teaching staff. 20
External examiner: a qualified external examiner (either from 20
other departments of the faculty or from another university).
Total 100

13. Training Course Assessment:

The training course will be assessed through:
e Head of department,
e Coordinator,
e Supervisor from the Department Staff,
o Manger the place of training.

14. Intended Learning Outcomes Mapping:

See below Annexes.

Annex- 13, Alignment of Program PILOs with Council of Accreditation (NARS) and ABET
Standards

Annex- 14, Survey of Credit Hours of Similar Programs

Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance
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15. The Program Structure
CH: Credit Hours; Distrib.: Distribution; L: Lecture; T: Tutorial; Lab: Laboratory

15.1. University Requirement

Course
RIS Code
1
2
3
4
5
6
7
8

Course Title
English Arabic
Islamic Culture A8E Alay)
Arabic Language (1) (1) e 4

English Language (1) (1) 4 als 43l
Arabic Language (2)  (2) dxe 4x

English Language (2) (2) 4dsil 4a

National Culture dpika g 445
Arabic-Israel ol g pall
Conflicts iyl

Computer Skills  «sulall &l jlea

Total Hours

15.2. Faculty Requirement

o Cours Course Title
e Code English Arabic
Programming
1| FR Fundamentals
2 FR Communication Skills
3 FR Computer Ethics
4 FR  Research Methodology
5 FR Graduation Project (1)
6 FR Graduation Project (2)
Total Hours
Head of Department

CH Distrib.
e L T Lab
2 2 - -
2 2 - -
2 2 - -
2 2 - -
2 2 - -
2 2 - -
2 - -
3 2 - 2
17 16 - 2
CH Distrib.
L T Lab
3 2 -
2 2 - -
2 2 - -
2 2 - -
3 - J— J—
3 - f— f—
15 8 2

Prerequisite

Dep.

UNI
UNI

UNI

Arabic Language (1) UNI

English Language (1) UNI

Prerequisite

Introduction to

Computer

UNI

UNI

Dep.

English Language (2) FCIT

Introduction to

Computer

FCIT

FCIT

Graduation Project (1)

Rector

Quality Unit Dean of the Faculty Center of Development & Quality Assurance
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No

G s W N

A

10

11

12

13

14

15

16

17
18

19

20

21

22

23

15.3. Program Requirement

Course
Code

CYS

CYS

CYS

CYS

CYS

CYS

CYS

CYS

CYS

Course Title CH CH Distrib.
English Arabic L T Lab
Cybersecurity |
fundamentals 3 |3
Discrete Mathematics 3 2 2
Mathematics (1). 3 2 2 -
Mathematics (2). 3 2 2 -
Probability and
. 3 2 2 -
Statistics
Web Development 3 2 - 2
Information Security 3 2 - 2
Computer
. 3 2 - 2
programming
Operating Systems 3 2 - 2
Database Management
3 2 - 2
Systems
Computer Networks (1) 3 2 - 2
Computer Networks (2) 3 2 - 2
Data Structures and
. 3 2 - 2
Algorithms
Linear Algebra 3 2 2
Object Oriented
. 3 2 - 2
Programming
Cybersecurity
: 2 2 - -
Governance and policy
Introduction to Linux 3 2 - 2
Network Security 3 2 - 2
Cryptography 3 3 - -
Database Security 3 2 - 2
Programming language
. 3 2 - 2
for Cybersecurity
Mobile Application
. 3 2 - 2
programming
Software engineering 3 2 - 2

Prerequisite  Dep.

CYS
CYS

Mathematics (1).

Mathematics (1).

Computer
programming

CYS

CYS
CYS
CYS

CYS
CYS

CYS
CYS

CYS

CYS
CYS
CYS

CYS
CYS
CYS

CYS

Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance
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No

24

25

26

27

28

29

30

31

32

33

34

35

15.3. Program Requirement

Course
Code

CYS

CYS

CYS

CYS

CYS

CYS

CTS

CYS

CYS

CYS

Course Title
English Arabic CH
Security Risk
management 3
Digital Forensics 3
Ethical Hacking and
Penetration Testing 3
Web development
security 3
Mobile & Wireless
Security 3
Software Security 3
Project Management 3
AI and Cybersecurity 3
Cloud Computing and
Security 3
Information Security
management system 3
Elective (1) 3
Elective (2) 3

Total Hours

CH Distrib.
L T Lab
3 - -
2 - 2
2 - 2
2 - 2
2 - 2
2 - 2
2 2 -
2 - 2
2 - 2
3 - -
3 - -
3 - -

Training Field
Summer Training Field is Compulsory Coursework, where:
This course is implements in the summer of the third level,

104 76 12 44

Prerequisite

Dep.

CYS

CYS

CYS

CYS

CYS

CYS

CYS

CYS

CYS

CYS

CYS

e Program students must complete at least 90 hours in training field place,
e There is no credit hour for this course,
e Program students should pass in this course.
Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance
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16. Study Plan

CHs: Credit Hours

UR: University Requirements

FR: Faculty Requirements
PR: Program Requirements

Level 1 Courses = 14 CHs = 35
Semester 1 Courses =7 CHs =17
Lev- | Course . Prerequisites
) Al . . 2
No. Sem.| Code Course Name oRdlasl |CHs.| L [T|P e
. Ay ad) dall)
1 1-1 UR |Arabic Language (1) (101) 2 2 |- |- -_—
2 1-1 UR  |English Language (1) A puday daly) 2 2 | - |- -—--
(101)
mludaly i
3 1-1 PR Mathematics (1) (1) St 3 2 |2 - _—
] Programming 0 ] } —
4 1-1 FR Fundamentals el Gl 3 2 2
5 1-1 UR  |Islamic Culture Sl A2l 2 2 -] -
N -
6 1-1 UR  |Computer Skills woaladl Sl 3 2 [-|2 -—
. . . f |
7 1-1 UR  |Arabic Israeli Conflict ""i‘if 2 2 | -] -
Total 17 |14 |24
Semester 2 Courses =7 CHs =18
Lev- | Course . Prerequisites
b S
No. Sem.| Code Course Name oAl el |CHs.| L |T|P S e
A pd) Aadl)
1 1-2 UR  [Arabic Language (2) “(JEJZ) 2 2 Arabic Language (1)
A salaayy Aaly i
2 1-2 UR  [English Language (2) “#:T;Z) 2 2 Enghsh(I;? heuage
3 1-2 UR |National Culture il ol 81541 2 o o
] G gulall daa Programming
4 1-2 PR Computer Programming 3 2 2| Fundamentals
5 1-2 PR  |Mathematics (2) (2) ey A 3 2 |2 Mathematics (1)
. . il gl '
6 1-2 PR [Discrete Mathematics il JJS“ 3 2 |2 Mathematics (1)
Cybersecurity Cad) bl ,
7 1-2 PR Fundamentals g, 3 3 | - | 2| Computer Skills
Total 18 (15 |4 |4
Level 2 Courses = 13 CHs = 38
Semester 1 Courses = 6 CHs =18
Lev-|Course ; Prerequisites
. | sl . P
— Sem.| Code SUITRBR TG sflesl (CHs{ L |T| P Co-requisites

Head of Department

Quality Unit

Dean of the Faculty Center of Development & Quality Assurance
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oy s g Cybersecurity
1| 21 PR [Database Systems Clild) a0l g8 ol | 3 2 2 fondamentals
amlal) Gl Introduction to
2 | 2-1 PR |[Computer Networks (1) (1) 3 2 2 Computer
Data and Information i) ¢yl Cybersecurity
3| 21 PR security il glaall 3 2 2 fundamentals
Object Oriented Al Ao ) Computer
4] 21 PR Programming iga sl 3 2 2 Programming
- - slasy)
2-1 PR [Probability and statistics LAYl 3 2 -
2-1 PR [Web Development Gl gl 3 2 2
Total 18 | 12 10
Semester 2 Courses =7 CHs = 20
Lev-|Course . Prerequisites
No. rse Nam | ) Hs.| L P o er
%Sem.| Code OIS NATE ofdlpl |CHS Co-requisites
) el
1| 22 PR  |Computer Networks (2) e (z)u : 3 2 2 Compute(r 1§\Ietworks
Data Structures and bl Jsba Object Oriented
2|22 PR Algorithms il ) sl 3 2 2 Programming
3 | 22 PR  |Algebra for Cybersecurity g 3 2 -
4 | 2-2 PR  |Operating Systems Jaddl) ki 2 2 2 Introgil;(;t;m to
5 | 2-2 PR  |Communication Skills Juaty) @ jlga 2 2 - Engllsh(léinguage
i Computer Organization 4 Jlara g aglals
6] 2-2 PR land Architectures YW 3 2 2
.. . ern e Computer
7 | 2-2 PR  |[Web Application Security [eus) liuhi el [ 3 2 2 Programming
Total 20 | 14 10
Level 3 Courses = 14 CHs = 38
Semester 1 Courses =7 CHs =18
Lev- [Course . Prerequisites
L] ‘ \ . . . ,
. Sem.| Code CRITRENENIE el el |CHs.| L P Co-requisites
1 3-1 FR |Research Methodology g:_;;.d! | 2 2 - -
o
2 3-1 PR |Introduction to Cryptography o :h“ 3 2 2 Linear Algebra
314 ?E:'
Database Management o) g8
3 3-1 PR System and Security L 3 2 2 Database Systems
it
4 3-1 PR  |Network Security Sl gl [ 3 2 2 | Computer Network (2)
. . daia
5 3-1 PR Software Engineering il 3 2 2
: Ay dad
6 3-1 FR gr%gramml.r;g Language for el 3 5 o L
ybersecurity iyl
Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance
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: sl (pal
7 3-1 PR  |Assembly Code Security "’:;‘ 1 2 [-| 2| WebDevelopment
Total 18 (12 - |12
Semester 2 Courses =7 CHs = 20
Lev- |Course . Prerequisites
. I o) . o er
B Sem.| Code SOIEENEIE ol (D | 1L | 1) 1 Co-requisites
. . 2B
1 3-2 PR Professional Ethics PR ja“ 2 2 |- -
L]
Artificial Intelligence for (Sl
2] 32 PR Cybersecurity o 3 |2 2
o apead)
Gl 313

Information Security e ] 3 o |-

Management
. Bl
4 3-2 PR |Project Management &3‘;‘;}‘ 3 2 (-2
dilasall (el
5 | 32 PR  [Mobile and Wireless Security il g 3 2 [-]2
LSl
asanal
6 | 3-2 PR | Secure Software Design Cilaaa sl 3 2 |-]2
Y
AW
Digital Forensics T
- ) -
7| 32 PR Fundamentals igj‘ 3 2 2
Total 20 (14 12
Training Field

Summer Training Compulsory (There is no credit hour for this course, the student
should pass in this course). Summer Training Field is Compulsory Coursework,
where:

e This course is implements in the summer of the third level,

e Program students must complete at least 90 hours in training field place,

e There is no credit hour for this course,

o Program students should pass in this course.

Level 4 Courses =9 CHs = 27

Semester 1 Courses = 5 CHs =15

Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance
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Lev- |Course ; Prerequisites
| Al . . ’
No. Sem.| Code Course Name oAl sl (CHs.|L [T|P Co-requisites
Ethical Hacking and DAY slgl)
o i PR | penetration Testing GAY gasdy | 3 | 2|72
Network Forensics and | gailly ail) .
2 4-1 PR Anti-Forensics Al Ll 3 2 | - | 2 | Project Management
3 | 41 PR  |Entrepreneurship Jeas¥) 32l 2 2 |- -
4 4-1 PR  |Elective (1) (1) goss) 3 - -] -
- 34 S
5 4-1 FR Graduation Project (1) CM( 18)”*“ 3 114
Total 15 |7 4
Semester 2 Courses = 4 CHs =12
Lev- |Course ; Prerequisites
. b o . o er
WD Sem.| Code DD NETE o ell e i Co-requisites
| 42 pr  |Cloud Computing and el dpuisal 5 |2|-|2 Security Risk
Security K] Management
B PR  [System Administration con 0t _
2] 42 and Security P Gl 50 3 2 2
3 | 42 PR  |Elective (2) (2) gas) 3 i
4 | 4-2 FR  |Graduation Project (2) (2) z AN g9pma| 3 1 | 4 | - |Graduation Project (1)
Total 12 (5|44
Program Credit Hours Total = 137 Hrs
Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance
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Elective Courses
Selected Topics in Cybersecurity &
1 PR ¢ p . y y
Digital Forensics - -
2 PR |Advanced Cryptography 2 2
Cybersecurity Governance and
3 PR .
Policy - -
4 PR |Security Threats Analysis - -
5 PR |Security Risk Management 2 2
6 PR Identity and Authentication
Management 2|2 2
Business Continuity and Disaster
PR
Recovery 2
8 PR [SW Testing and Troubleshooting 2|2 2
Total 18|10 10
Digital Forensics Courses
1 PR |Digital Evidence Analysis 2 2
PR |Digital Forensics and Criminal
2 .
Justice 2 2
PR [Operating Systems for Digital 3
orensics
4 PR ([Data Recovery 312 2
5 PR [Mobile and loT forensic 3|2 2
6 PR [Mobile Digital Investigation 312 2
”7 PR [Criminal Scene Investigation 31|12 2
Total 21|14 14

Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance
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Department/ Program Requirements:
- Academic Staff Requirements
» 2 Assistants Teachers
= 2 Assistant Professor
= Associate Professor (if any)

- Technical Requirements
e Data center,
e Wireless Network Equipment's,

e Program Labs: the labs must be internetworking with others and

data center;

v Network Lab 1: must include:
1. Cable UTP/STP, Optic Fiber
3. 10 unit Compaq Workstation (Multiple OS)

5. Hub, Switch — Layer 2, 3 and 4, Router

7. Wireless Network Equipments

9. 3 CISCO 2651 Router dan 3 Catalyst CISCO
11. Optimum Network Performance (OPNET)
13. Simscript

15. Standard Operating System (10S)

v’ Network Lab 2: must include:
4 unit Sequent Technical Server (Parallel Machine)
Network of Workstations (Cluster of Workstations)
Dedicated Switch and router for Ipv6
2 Server Dell Power Edge 1600 SC
. Message Passing Interface (MPI)
11. C, C++

O N ;e

v' Virtual Lab:

Firewall System,
Intrusion Detection System,
Intrusion Prevention System,

Other Infrastructures Requirements
- HoD and stuff Rooms

- Teaching Rooms

Network Tool Kit Set
Video Conferencing
Kit

Open Rack

3550 Switch

. Fluke Network Tester
. MatLab

NeoTracer

. Internetworking

. lpv6 Testbed

4.
6.
8.

Dynixiptx
Linux Red Hat
Machine (PVM)

10. Parallel Virtual
12. Sun Solaris

Other SW Systems: research on it and add it to requirements.

Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance
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17. Benchmarked Programs:

Survey on the Strategic Orientations of the Department and
Similar Departments, and their Alignment to the Strategic
Orientations of the University and Faculty:

1.

National University of Singapore - Singapore. Https:// www.comp.nus.edu.sg

Cybersecurity Program Information:
https://www.comp.nus.edu.sg/programmes/ug/isc/curr

Imam Abdulrahman Bin Faisal University Dammam - Saudi Arabia .https://
https://www.iau.edu.sa/

Cybersecurity Program Information: https://www.iau.edu.sa/en/news/cyber-
security-and-digital-forensics-of-the-ccsit-iau-is-accredited-by-abet

Capitol Technology University - United States- Maryland: https://
www.captechu.edu

Cybersecurity Program Information: https://www.captechu.edu/degrees-and-
programs/bachelors-degrees/cybersecurity-bs

Southeast Missouri State University - United States- Missouri: https://
www.semo.edu

Cybersecurity Program Information: https://semo.edu/study/cybersecurity.html

University of Bahrain - Bahrain. https://www.uob.edu.bh/

Cybersecurity Program Information: https://bub.bh/courses/bsc-computer-
science-with-cyber-security/

Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance
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18. Distribution of Total Credit Hours:
. . . Total
evel| Torm | Moo o rescenos P Tredhees | Training | Project | Total CH | CH/
eve
No. of No. of No. of No. of] No. of No. of No. of]| No. of
Courses CH Coursesd il Courses il Course CH Coursesq il Course| CH Course Ll Courses Ll
First 8 - - 1 2 6 - - - - - - 1
Second| 3 6 - -1 2 6| 2 |6 - - - - - - 7 18
First = - - - 1 1 - - - - - - 6 18
Secon 3 D D 28%
Second| - - - - 1 2| 6 |18 - - - - - - 7 20
First - - - - 1 6 |1 - - - - - - 18
Third 5 2 7 28%
Second - - - - 1 3 6 17 = - - - - - 7 20
* Summer of
ga¥ear | || - |-| = |- = - - |-jwst] - -] 3] -
First = - = - - - 3 S 1 3 _ - | aEx g 5 14
V)
Fourth| - - - - - - - - P 19%
Second 2 6 1 3 1 3 4 12
Total: 7 14| -- |--| 7 |20| 32 |91 2 6| 1 |3| 2 | 6| 50 |137 [100%
Percentage: 10% ---% 15% 67% 4% ---% 4% 100%

* The Credit Hours of the Training Field Course is not computed in the Credit
Hours Total of the Program.
** Two Graduation Project Courses are Faculty Requirements.

Annex- 15, Survey of Number of Courses and Credit Hours of Similar Programs
Annex- 16, Themes of Courses of Study and their Weightage
Annex- 17, Coding System
Annex- 18, Survey of Course Names per Academic Semesters of Similar Program
Annex- 20, Matrix of Mapping Program PILO's with Courses

Head of Department

Quality Unit

Rector

Dean of the Faculty Center of Development & Quality Assurance

|[Page

25




Republic of Yemen
Minstry of Higher Education &Sientific Research
Sana’a University
Faculty of computer and Information Technology

GARI
alad) Gall g Mad) anlaill 3139
o ghrall L o 935 § < guata) 41

19. Survey the Program Courses with Similar Programs Courses
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20. Admission Requirements:

1. Admissions to the program shall be made as per the admission rules set by the Ministry
of Higher Education and Scientific Research as well as Sana’a University admission
guidelines.

2. General Secondary school certificate (Science Section) or any equivalent certificate with
grade as specified in the admission rules made by Ministry of Higher Education and
Scientific Research.

3. Pass the aptitude test and personal interview if any.

4. Any necessary requirement for specialization, decided by the Department and Faculty.

21. Attendance and Graduation Requirements:

1. Student attendance should not be less than 75%.
2. Student will graduate after successfully passing all program requirements.
3. Total credit hours for the program is 138 credit hours.
4. Minimum score for any student to pass any credit hours course is 50% marks.
22, Grading System:
From 90% to 100% of total marks Excellent
From 80% to less than 90% Very Good
From 65% to less than 80% Good
From 50% to less than 65% Pass
Less than 50% Poor/Fail

23. Facilities Required for Running the Program:

Sufficient Classrooms furnished with all necessary pieces and equipment.

Labs. as per the course’s specifications.

Computer and Computer Networks Labs: Three Labs are connected each to other and to the

Internet.

. Academic and administrative staff offices.

24. Program Assessment:

Type of the Sample who Assess

Instruments used Sample
the program
Students Questionnaires
Providing Specialized Academic Staff,
Academic Staff = °p :
Courses Evaluation Templates
Head of Department Quality Unit Dean of the Faculty Center of Development & Quality Assurance
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Courses Evaluation Templates In The

Administrative Staff . .
3 End Semester, Questionnaires

Providing specialized academic staff,

Quality Assurance Unit in follow-up, program development and
4 University improvement strategy, continuous
evaluation
Accreditation & Quality Assurance Standard Criteria Of Accreditation &
> Council, Yemen Quality Assurance Council,

25. Program Quality Standards:

1. 1st Level standard of Academic Program Specification (2017), Council for Accreditation &
Quality Assurance, Yemen.

2. ABET, Computing Accreditation Commission, Criteria for Accrediting Computing
Programs, Effective for Reviews during the 2020-2021 Accreditation Cycle.

26. Internal and external training to satisfy program standards::

1. Implement the training field in the summer of the third level,

2. The students in this track would typically work towards getting the specialization certificates in
cybersecurity. Where the director of the program/department/college announces to the students
of the program to register for the available certificates/training courses and the cost of each
certificate. After that, students of the program register for the certificates they want, and the
students pays the additional undergraduate tuition for each certificate they choose. Or the
director of the program/department/college distributes the students of the program in groups on
the following certificates:

» Systems Security Certified Practitioner (SSCP),

* Cisco Certified Network Administrator/Administration (CCNA),
* GIAC Penetration Tester certification (GPEN),

* Certified Ethical Hacker (CEH)*

* SANS/GIAC Security Essentials*: SysAdmin, Audit, Network, and Security/Global
Information Assurance Certification,

* Certified Information Security Manager (CISM)
* Comp TIA Security +

* Certified Information Systems Security Professional (CISSP)
* These courses are considered foundational and might provide a good starting point
for people just getting started in the cybersecurity field.

27. Program Policies:

Based on University Regulations

1. | (Class Attendance):

A student should attend not less than 75 % of total hours of the subject; otherwise he/she
will not be able to take the exam and will be considered as exam failure. If the student is
absent due to illness, he/she should bring a proof statement from university Clinic. If the
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absent is more than 25% of a course total contact hours, student will be required to retake
the entire course again.

(Tardy):

For late in attending the class, the student will be initially notified. If he repeated lateness
in attending class he/she will be considered as absent.

(Exam Attendance/Punctuality):

A student should attend the exam on time. He/she is permitted to attend an exam half one
hour from exam beginning, after that he/she will not be permitted to take the exam and
he/she will be considered as absent in exam.

(Assignments & Projects):

Assignments and projects are given as per course specification; the student has to submit
all the assignments for checking on time, mostly one week after given the assignment.

(Cheating):

For cheating in exam, a student will be considered as fail. In case the cheating is repeated
three times during his/her study the student will be disengaged from the Faculty.

(Plagiarism):

Plagiarism is the attending of a student the exam of a course instead of another student. If
the examination committee proofed a plagiarism of a student, he/she will be disengaged
from the Faculty. The final disengagement of the student from the Faculty should be
confirmed from the Student Council Affair of the university or according to the university
roles.

(Other policies):
Mobile phones are not allowed to use during a class lecture. It must be closed;
otherwise the student will be asked to leave the lecture room.

Mobile phones are not allowed in class during the examination.

Lecture notes and assignments might be given directly to students using soft or
hard copy.
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Annex- 1, Survey on the Strategic Orientations of the Department and Similar Departments, and their
Alignment to the Strategic Orientations of the University and Faculty:

Benchmarked Programs:

1-

National University of Singapore - Singapore. Https:// www.comp.nus.edu.sg

Cybersecurity Program Information: https://www.comp.nus.edu.sg/programmes/ug/isc/curr/

Imam Abdulrahman Bin Faisal University Dammam - Saudi Arabia .https:// https://www.iau.edu.sa/

Cybersecurity Program Information: https://www.iau.edu.sa/en/news/cyber-security-and-digital-forensics-of-the-ccsit-iau-is-
accredited-by-abet

Capitol Technology University - United States- Maryland: https:// www.captechu.edu

Cybersecurity Program Information: https://www.captechu.edu/degrees-and-programs/bachelors-degrees/cybersecurity-bs

Southeast Missouri State University - United States- Missouri: https:// www.semo.edu

Cybersecurity Program Information: https://semo.edu/study/cybersecurity.html

University of Bahrain - Bahrain. https://www.uob.edu.bh/

Cybersecurity Program Information: https://bub.bh/courses/bsc-computer-science-with-cyber-security/
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http://www.captechu.edu/
https://www.captechu.edu/degrees-and-programs/bachelors-degrees/cybersecurity-bs
http://www.semo.edu/
https://www.uob.edu.bh/
https://bub.bh/courses/bsc-computer-science-with-cyber-security/
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1. Vision of the Corresponding Departments and Suggested Vision:

# The Department

Vision

2. Mapping of Department Vision to the University and Faculty Visions:

University Vision

Faculty of Computer and IT
Vision

Department of Cybersecurity and
Digital Forensics Vision

Caal) g alail) g axail) B 4l gl) Bl ) sladas daaly gk
LaanlBy) Cilaalad) Juadl e (988 (g aalinall dadi g (alal)
el (A8 Al g

L gall ¥l (B Lhay g Luagalsi 3t
bl csiuall e Laglesilly
.g“.éﬁyb

To qualify cybersecurity and digital
forensics professionals

Aol 1) Aliad) Lladl) g ) pwed) (1Y) B aaadiia Jaali
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3. Mission of the Corresponding Departments and Suggested Mission:

# The Department Mission

4. Mapping of Department Mission to the University and Faculty Missions:

Faculty of Computer and IT | Cybersecurity and Digital Forensics Department

University Mission . . . . .
ty Mission of Cybersecurity Mission

Providing distinguish academic and research programs
3 . . . . din g9 b jaate dsadlSi zal o Al | in cybersecurity and digital forensics issues through
A 2 98 DA (e Aaltiaall Aalil] 3 g4 (A alges) ;\_‘;ﬁi ‘z’l:j:;S i LsC: Jj ﬁx . prov}i’ding any appropgiriate motivated educatign
o B aalia Afiag Ciladd g 33 gl sulaa (3iay o anlal .sl:aic‘;’\ "A‘g.ﬂ‘ § 5&“ 1.:‘93;.;53\ environment for c.reative thinki.ng :':md scientific research
Ligall g BN o 38555 5 ke duihag 48140 b | | MG 5= ™ | excellence according to accreditation standards to meet
- Al gimally AS)pdd) ujady aSY) | the needs of the local and regional labor market.
el (8 o ilallnia 480 ga g Agmaianal) | AU LU g () paanal) ¥ Jlaa (8 Saaia difing g AaplS) el s e
Gl g (S IuY) psill o 58a0 daidle dalal Al 438 93 PR (e 4ad )
,wﬁ}’b&a&\dﬂ\ égu&lzdkﬁam:uh‘i\)ﬁuﬁéjgaw\

Ll
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5. Objectives (Educational) of the Corresponding Departments and Suggested Objectives:

6- Mapping of Department Objectives to the University and Faculty Objectives:

Department of Cybersecuri
. . .. Faculty of Computer and IT p . . y . ty
University Objectives . .. and Digital Forensics
Objectives . ..
Objectives
Calaa ga dgllall dBaaial) g daadial) duwd Al (e Al Al g . . .
ol laadil] (e LY claliay Al AAKR L) 46 jeal 1. P-rov1d1ng. academic programs with
£ Al g e e . L high quality that meet the needs of
A8 Lgllaninu) apanty W ohiiy Lguw pdig Aoy el dally 4l 2 < L“:f = L - f :":5"15:‘ ?‘U* Jﬁlﬁ‘\"f ;ﬁ: . the local and regional labor
W _liel iy aglallg 48 mall il Cilida & doaylaiy dpale - _,@ﬂmf ‘j‘f“ | *un R market in cybersecurity and digital
Al 3laall PAYy adlly Aaall g laall sle gl R et s forensics disciplines.
L) g Yl (@ danadlia driag g dale IS Ml i : d
B pal) clae Cilida b alall Egad) gl el Al gkt 3 ot B3 cila slaall Lia ol 935 g o gl 2'PITOV11mgdan apl,)mpréatle ane
cilabiinl Zasd! Legun 555 coSlanl o 52l s simall o £ gun JoalBl g Lilaa Jandl (3 gm (o 1Y) 5 Aadliall stlrr}u ated (motivate .) .earmng
i T {anl dakad 5 el Elaa b 4 jpall ki b dadlusal) | environment for creativity,
A e BAELLYI g W ghaig "Ml gl il AR Apally alaiY) g | auadd JMA (e ila slrall L o 4S5 5 o guala innovation and research
i) gy gk . Ahsall g aaiaall Aaddd Agua gig alad) Cunyl excellence.
& 4 jaal) cilaa Cilida (B M“ﬂ‘ﬂfﬂb ‘-ﬂ‘:‘ tﬁ cm“: 5| ABal) ol A g dpalad) il LI aalS 4 |3, Preparing graduates with
#“g &, = ;3‘ ;’f\ ;;Tué ‘j iiﬁ‘ 6 Cila plaral) L ol 93 g o gailad) Y Laay knowledge, intellectual and
LI A O : ) pl Cile Uil 48l 0 oS a8 8 Aal Liall : :
Lt il il S Zsm lo sotuunl palS1 a3 17 A 8 5 (4 Al “ i gei)leral skqls for dfliit.u%e ;:a;reers in
Lt Letia o doaldd) deasd o 2 . . : ‘ww . cybersecurity and digital forensics
L. 3“"“;’ 3l ;’?J“\J’b‘“"%'ff Lpalnl) Cilosnpall aa 48] i cilBNe Aald) - : :
Loy D) A Aalid) g Aalad) ciliwaasall g Cilaalad) g dal g 1) Ay gis |8 Ll el B i wa Tl § Sl issues to be active and responsible
A jLiall g 3l gall g il ) g i jlaall gL g Jalsial) Jo il Jig, alad) cflaall (2 @l pdd) Joby f{h ‘ ‘ members of society.
T IS - o * . « 2o - . m‘, . \9 o
5 —— “ﬁj;t‘“d‘ m&f‘ﬂﬁ“’“‘ ?LT::%‘ :S;S" ‘-"d ‘ 4.Developing the students and
249 Agalal) cilingd) g Cilaalad) aa 4280 g dsalall byl )l 3565 9 . .
Aaalal) ok o oluay Lay Ariadl g Al Ly ghill g Cgad) acadetmlc staff .capablhtles f.or s.elf
Wil 32 jas learning, effective communication,
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Department of Cybersecurity

Faculty of Computer and IT and Digital Forensics

University Objectives

Objectives . ..
J Objectives

3¢l Calidal daadially 48l o Liiuy)y clulpdll 4l 10 and teamwork, taking into account

‘ . JALaliall 5 dalad) Lglaisa g Al gl the ethics of the profession.
8 gl Cluwpa (& Jaad) cullial g b)) poghai 8 dadliwal) 11 .
5 iaal o fadls Al ardkis alally plad) cope il g A1 5. Encciuragn:lg facu.lty members and

."‘ Al dsw\ dﬂ an(.) ve stu : ent.s.ln ‘
) ueUalllg Agal) 53y Clusa B Galalal) 3ol a8, 12 projects/scientific research in
s Jaalill g aey) mal A Aaalsal) DA (e Al (alddl g cybersecurity.
Aasdd) 6.Providing scientific and technical

consulting, and participating in
training technical cadres to secure
the various sectors.
) Ge¥) Jlaa b ApaalST mal 5 aai 1
(i Alle 33 o A )l Aliall Llizadl)
oY) s (aall Jasll (§ g cilalial
g1 3 Jina s dsilie Lpalai iy b 53 2
gl Spall g HISEYI
A Sl G jlgall g o jlaally (s 3l dlae) g
Y1 Ol b i) ol ol Aalall
) 53550 A )11 Ailiad) Lladl) 5 ) )
sinall & Gl g puaa g (pleld eline]
sl A5 cliae g ddlall ¢l H8 A0 4
Saall 5 Jladll S il 5 31 bl e
Al LB Ble ) yo ae ol
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Department of Cybersecurity
and Digital Forensics
Objectives

(o8 Adlall &) 58] 5 (i) D eliac ] anii 5
O anadd & alall Cand) / oy Ll
s sl

o A Liall 5 el 5 Apalall LY a6
Al cleUadl) cpualid 3l al KUy s

Faculty of Computer and IT

University Objectives Objectives
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Annex- 2, Academic Standards Curriculum Criteria of Accreditation Board

1. 2

LY sleze¥l julog

Lol @uladll Bagr lousg
ples

Council for Accreditation & Quality Assurance

National Academic Reference Standards (NARS)
For ---------

First Edition

Council for Accreditation & Quality Assurance, Yemen

May 2018
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Annex- 3, Unified Regulations for Student Affairs, Ministry of Higher Education and Scientific
Research

Attached Separately
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Annex- 4, Survey of Similar Accredited Programs at National and International Universities

(Benchmarks)
}Programil‘he Academic The . The The The DEEae g PI'OgI':‘:l m Year.of . | Study
No Program University Website Faculty/CollegeDepartment Count at Program |Accrediting Accredltatmburation
: & gqep ry Completion Body n
Faculty of
. Computer 3 O
I(’:;:)I;:;:n P T Sana’a University website Science and Cybei;ecurl Yemen CBsgils‘!g:;f Accrediting Accreditati 4
y Information Yy ty on
Technology
The 1t | Information | National Universit] www.comp.n . Computing in Bachelor of
sy Security of Singapore | us é du.s * Computing | Information Singapore¢ Information CAC of ABET| 2015/2016 4
gap us.eql.sg Security Security)
Imam
Cyber Computer .
The 27d | Security and Al;;i.ul;al.lmla " | www.iau.edu.| Science and C);l:f&' g?c;::iq Saudi BSc (CYS) ABET Oct 1, 2018 —
Program Digital 1n raisa sa Information 8] Arabia Present 5
. University Forensics
Forensics Technology
Dammam
. Capitol Cyber and
rd —
The 3 Cybersecurit Technology captech Capitol College | Information| USA BSc (CYS) ABET Oct 1, 2018 4
Program y . . u.edu . Present
University Security
. Southeast .
h —
The g4t* | Cybersecurit Missouri State www.semo.ed Busmess.and Con.lputer USA BSc (CYS) ABET Oct 1, 2016 4
Program y Uni . u Computing Science Present
niversity
Computer
The 5t | Cybersecurit University of https://www. en ?::g;%ﬁogn d Science with Bahrain| BSc (CYS) ACM/IEEE/ 2013/2010
Program y Bahrain uob.edu.bh/ 8 8 Cyber ABET 3 4
technology .
Security
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Annex- 5, Survey on Mission and Objectives of the Program and Similar Accredited Programs and its
Alignment to the University, Faculty, and Department Missions and objectives

1- Survey on Mission and Objectives of the Program and Similar Accredited Programs

National

Imam

Capitol

University Uél.iversity of Abd.ulral.lman Tec!mol(.)gy Miss(s)gltllll'iegi;te Unﬁ‘;il;s;itz ot Sana’a University
ingapore Bin Faisal University
Computer
Faculty/ Colleg . Science and . Business and (.Jollege of Faculty of Computer and
Computing 2 Capitol College o engineering and c
e Information Computing technology Information Technology
Technology
Cyber Securi Cyber and Computer . . .
Department |Computer Science );nd Digitalty Inz)rmation Computer Science Sciencpe with Cyberselc:ggtgsa;?: Digital
Forensics Security Cyber Security
Information Cyiber S?c.u rity . . . .
Program Security and Dlg}tal Cybersecurity Cybersecurity Cybersecurity Cybersecurity
Forensics
Country Singapore Saudi Arabia USA USA Bahrain Yemen
Providing The B.S. in The College of ) )
students with  |cybersecurity Science is Preparing students with
quality program dedicated to knowledge, skills, values
cybersecurity  |prepares providing and competitive )
and digital students for Prepares students with capablhjues to contrlbujce L
to educate forensi_cs exciting entry student§: to be knowledge, d?V}ell()Pllr)lg and protecting
Program inspire an d education to level positions [leaders in the |intellectual and |OI the cybersecurity 0
Mission transform inspire protecting protection of general skills; ~|community to meet the
discovery, customer data |information preparing them |needs of the local and
lifelong learning|and defending |systems. for future regional labour market
and professional|the nation’s careers, through providing an
services with  |critical graduate and ~ |appropriate educational
community infrastructure professional environment.
engagements. |from studies; and

Annex- 5, Survey on Mission and Objectives of the Program and Similar Accredited Programs and its Alignment to the University, Faculty, and Department Missions and

Objectives
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National Imam Capitol
University University of Abdulrahman Technology
Singapore Bin Faisal University
cybercriminals guiding them to
and nation become active
states alike. and responsible
members of
society. The
College also
aims to generate
and disseminate
knowledge in
areas of national
and
international
concerns that
address society’s
problems and
enhance
economic
development.
The College is
keen to: build
partnerships
with the public
and private
sectors; create a
learning
environment
that provides
excellent
teaching,

Southeast University of

y . .
Missouri State Bahrain Sana’a University
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. . NeREll Tmam S e Southeast University of
University University of Abdulrahman Technology . 5 ty Sana’a University
m = 5 A : Missouri State Bahrain
Singapore Bin Faisal University
mentoring, and
interactive
student-based
learning;
innovative
research; and
reach out to
local, regional,
and global
communities.
1.To provide a Graduates of the |3. Within three to|1. Reqognized by L-Revi Nthe Providing the students
brfad-based, program will: five years of their peer? and Collee\;?;ri) gralils with theoretical concepts,
mter= 1. Have a graduatlon,. Superiors for intellectual skills, values
disciplinary successful Cybersecurity their applied and ensure that : T
information career in alumni will be | skills, problem |they are fmd prasitiezll applicrems
security practicing the | highly sought | solving compatible in the field of
undergraduate knowledge and| and will be capabilities and with the needs of cybersecurity.
programming skills of recognized as | professional the market 2. Acquiring students' skills,
within NUS. cybersecurity having skills in the field .
. .. . . tools and techniques for
Program 2. To contribute to and digital expertise in of Cybersecurity : .
Lo C the national : g } 2-Ensure that all analyzing, designing,
Objectives ¢ national forensics for their field. 2. Professionals as |1 . college o] ) d
focus on growing |  solving 4. Within three to| effective g imp em.entmg and
the pool of cyber problems and |  five years of communicators |Programs are evaluating computing-
security , designing graduation, in oral and benchmarked and | based systems secure .
Ié).rofessmnals n appr(?prlate Cybersecurity written o are of high quality 3. Preparing specialized
Ingapore. solution alumni will communication. d ble of
following the ", 3- Create a cadres capablé o
1.To produce 0 &’ demonstrate a |3, Practitioners ) ST o BT
graduates who best practices. | Jifelong who incorporate|learning et gh field of
are able to 2. Contr.lbute. commitment to| ethical, legal andenvironment that careers in t. e heldo
understand effectively in expanding social cybersecurity that meet
Annex- 5, Survey on Mission and Objectives of the Program and Similar Accredited Programs and its Alignment to the University, Faculty, and Department Missions and |Page 48
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. . NeREll Tmam S e Southeast University of
University University of Abdulrahman Technology Missouri State Bahrain Sana’a University
Singapore Bin Faisal University
information the profession | their implications to |provides excellent the needs of the local and
security issues of professional outcomes of teaching regional labor market.
and practices cybersecurity expertise. their profession.

4. Developing graduates'

from both and digital 5. Within three to|4. Professionals |4~ Provide
. . . . . 3 . k-ll . . .
technical and forensics asan|  five years of actively engaged|students with SKI's In communication
organizational individual, graduation, in activities knowledge and working within a team
points of view. team member Cybersecurity | which allow for |iptellectual and or an individually, and
and leader. alumni will the continuous . encourage them to
3 E . general skills, and . .

- mngage continue to development of them f creative thinking and
ﬁ?;ll\(’)enly in demonstrate their computing ?Jffraeriareiz or lifelong learning to be
learni 5 characterand | and ) ' active and responsible in

earning, values by cybersecurity cvbersecurit
career growth, | making ethical | skills. 5- Develop y Y
and decisions students’
community throughout competence and
SErvices. their prepare them to
2. Demonstrate professional be active and
eth%ciﬂ z;llile . caf‘ee.rs. responsible
s}?c!a Vi 6. Wlthln three to members of
thewr five years of .
professional graduation, soclety
ractices. ;
p Cyber;ecgrlty 6- Prepare
alumni will it
strive for the competitive

betterment of graduates in the

society by programs offered
pursuing their by the College
vocation.

7- Focus on

scientific research
and encourage
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Objectives

|Page 49



Republic of Yemen
Minstry of Higher Education &Sientific Research
Sana’a University
Faculty of computer and Information Technology

alad) Gl g Mad) anleil) 3139
o ghrall L gl 53S0 g o guskal) Al

. . National Imam Capitol
University University of Abdulrahman Technology
Singapore Bin Faisal University

Southeast University of

R . .
Missouri State Bahrain LG UL L

faculty members
to involve

students in
scientific research

8-Build
partnerships with
the public and
private
stakeholders
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e (M ud
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el sl b oy
233 ) il ) 3
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. . NeREll Tmam S e Southeast University of
University University of Abdulrahman Technology Missouri State Bahrain Sana’a University
Singapore Bin Faisal University
8 Aigall s AEDAY)
o mall (eY) diga
< Ll Ayl .
L ela_\j\ A JlA.A
3 A;"G“J\ D) }L:ﬂ\ 9 sB\T.\;j‘
e e oo Gl
o ol caleill (a3
(Janll Ay b &l il
Aaldl) Sl ias
1. Analyze a 1. Analyze a 1. An ability to 1. Analyze a
1.Strong complex complex analyze a complex .
knowledge of computing computing problem, andto| computing A1 Demonstrate an
: ) derstandin of|
computer problem and to problem and | identify and problem and to }[1}? - i led
science apply principles to apply define the apply e(:lore 1ca 1 nowledge
foundations and | of computing principles of | computing principles of an hpract%ca concepts,
fundar}lentals, and other computing requirements computing and mathematics, d il
including: relevant and other appropriate to other relevant o putlngfu ag SOCI?
a.familiarity disciplines to relevant its solution. disciplines to sciencg 1? amentals
= T with common | identify disciplines to |2.An ability to identify related to cybersecurity.
rogram S computer solutions. identify design, solutions. A 2: Explain, discus and
science . Design, solutions. implement and Design, express security issues
themes and implement, 2. Design, evaluate a implement, and requirements,
principles, and evaluatea | implement, computer-based| and evaluate a software  components
b. high-level computing- and evaluate a | solution to meet| computing- and application,
understandin | based solution | computing- a given set of based solution vulnerabilities, threats,
g of systems to meet a given| based solution | computing to meet a given attack and risk activities
as a whole set of to meet a given| requirementsin| setof in cybersecurity
and ’ computing set of the context of computing environment.
requirements computing the discipline. requirements
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. . NeREll Tmam S e Southeast University of
University University of Abdulrahman Technology Missouri State Bahrain Sana’a University
Singapore Bin Faisal University
c.understandin in the context yequirements 3.An ability to in the context Ay Coresaie about
g of the of the in the context communicate of the security policy and
theoretical program’s of the effectively with program’s lanni fessional
i discipline. rogram’s a range of discipline. pauning, protessiona
underpinning plne. prograt ng plne. ethics, crimes legal and
s of computer [3- Communicate discipline. audiences about 3. Communicate organizati onal
science and effectively in a |3.Communicate | technical effectively in a responsibilities to
their variety of effectivelyina | information. variety of ma?nt ain business
influences in professional variety of 4.An ability to professional continuit
practice. contexts. professional make informed contexts. v
2. An ability to 4. Recognize contexts. judgementsin . Recognize B 1: Recognize, identify and
function professional  |4.Recognize computing professional classify cybersecurity
effectively in responsibilities| professional practice based responsibilities requirements, crimes,
teams to and make responsibilities| on legal and and make threats, vulnerabilities,
accomplish a informed and make ethical informed attacks, risks, networks
common goal. judgments in informed principles. judgments in tools and
) An computing judgments in |5.An ability to computing technologies/technique
understanding of| Practice based | computing function practice based s in cybersecurity
professional, on legal and practice based | effectively on on legal and environment.
ethical, legal, etl}lca}l on l.egal and teams to etl}lca}l B 2: Analysis and evaluate
security, and principles. ethical establish goals, principles. the impact of
social issues and [5- Function principles. plan tasks, meet}5. Function computing-based
responsibilities. effectively as a |5. Function deadlines, effectively as a system on society
An ability member or effectively as a | manage risk member or business and indi;/idual
to analyses the leader of a member or and produce leader of a computing system ’
local and global team engaged leader of a deliverables. team engaged security issues and
impact of in activities team engaged |6.An ability to in activities digital forensics
computing on appropriate to | in activities apply security appropriate to problems based on
individuals, the program’s appropriate to | principles and the program’s professional ethics and
i7ati discipline. the program’s ractices to the discipline. e
organizations, p ) 1€ prog prac p legal responsibilities,
and society. N 6. Appl}f security | discipline. . environment, . Apply and cybersecurity rules
5.Clear recognition principles and |6.Apply security | hardware, securit .
of the need for practices to principles and | software, and y '
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and an abilityto | maintain practices to human aspects principles B3: Propose suitable
engage in operations in maintain of a system. and practices ’ cybersecurity solutions
continuing the presence of| operationsin |7.An ability to e lan. polic ’
professional risks and the presence of| analyze and to malfltam_ f h plo iz,s tools and
development. threats. risks and evaluate operations in tgghg? u% s to meet the
6. An ability threats. systems with the presence socie t}?an d business
to design, respect to of risks and continuity needs.
implement, and maintaining
evaluate a operations in threats. B 4: Design, integrate and
computer-based the presence of test a secure computer
system, process, risks and and network systems,
components, or threats. software components
programming to and applications that
meet the security meet organization and
needs. individual needs in
7.An cyberspace.
understanding of C1: Apply and practice
the processes theoretical and practical
and challenges principles of
tha.t support the cybersecurity,
delivery and computing science and
management of mathematics to detect,
1nfor1'nat.10n defend and maintain a
security in an business continuity and
organization. secure computing-based
8. An ability to use system assets
the current '
techniques, C2: Use cybersecurity
skills, and tools standards, and digital
necessary for forensics concept, tools
information and techniques to solve

and  investigate a
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University

National
University of
Singapore

Imam
Abdulrahman
Bin Faisal

Capitol
Technology
University

Southeast
Missouri State

University of
Bahrain

Sana’a University

security
practice.

Cs:

C4:

security problem in
cybersecurity practices.

Employ cybersecurity
frameworks, tools,
techniques and
technologies to
implement, operate,
manage and monitor a
secure computer and
network systems in the
presence of threats and
risks in different
platforms.

Test, troubleshoot, and
develop a secure
computer and networks
systems, software
components and
applications that meet
organization and
individual needs in
cyberspace.

Communicate
effectively to convince
ideas and proposed
solutions in different
environments.

Function individually,
leader or as a team
member to accomplish a
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University University of Abdulrahman Technology
Singapore Bin Faisal University

Southeast University of

R . .
Missouri State Bahrain LG UL L

common goal based on
professional, legal and
ethical responsibilities
in cybersecurity
practices.

D 3: Use creative thinking,
research skills in solving
cybersecurity problem
to contribute in improve
the enterprise's security
and performance.

D 4: Keep up with modern
cybersecurity skills,
standards, tools and
techniques for personal
professional
development and life-
long self-learning.
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2- Survey/Mapping of Program Mission with the University, Faculty and Department Missions:

University Mission

Faculty of Computer
and IT Mission

Cybersecurity and Digital Forensics
Department Mission

Cybersecurity Program
Mission

i Jle anlad Ay 8 95 A 4
8 jpala dfiay cladd 9 B35l ylaa
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£IAY) 5 digeall g ARG Lo

g g B jnalia ApagdlS) gal g 4l
b 8 e Ay g Toasdad iy
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o cilpllaia 48 ga g dnaianal)
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Providing distinguish academic and
research programs in cybersecurity and
digital forensics issues through providing
an appropriate motivated education
environment for creative thinking and
scientific research excellence according to
accreditation standards to meet the needs
of the local and regional labour market.
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Preparing students with knowledge,
skills, values and competitive
capabilities to contribute in
developing and protecting of the
cybersecurity community to meet
the needs of the local and regional
labour market through providing an
appropriate educational
environment.

il Ja8Y) g ) gl jlgeall g i jlaally Authal) dlas)
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3- Survey/Mapping of Program Objectives with the University, Faculty and Department

Objectives:

University Objectives

Faculty of Computer and IT
Objectives

Cybersecurity and Digital
Forensics Department
Objectives

Cybersecurity Program
Objectives

faadiall  dLuldll e @l Aal)

A pal) (paba B Adhll ddaiallg

e OU clalday Al ddtdal

oAl g i) ¢ Cilawadll)
WAy gl g Lgua i 9 Ay jad) Al lind)
(b Apanlad g dale ARlS Lgllanin) aranig
Aldg aglally 4 aall c¥lpa Cilida
Aaall g laall sle gl la el
Ayl Blaall AVl adlly
S g
A dsalnll & gl £ ol 48 jral) sk
A slsw ) eV cilida
Wgasig «oSlaad) gl g2 Al (5 giunal)
Jgaiill Jabd g acinal) cilalia) daxdl
Wi sl AL Ay pLaiaY)
skl A lghe BVl W ey
il
Al g dan il g il AS
SN g 4 pall eVl Cilida b
il G e ald 4a g
pdliy sidlly oY) (B, A alga)
: psiadl
S ladll aplsy) FU g
Vol iy gpailly Sil 4

dfing g ApaylS) geal g b g agai g
L 51530 5 @ gualad) ¥ lana (A B el
83 gad) culallaial 188 g cila glaal)
Sy e g

o daadia Ciay g Lpale 1S dlae) 2
Cila glral) Lin ¢l 9iS5 § 0 guslad) Y La
o B eI dudlial) s 58
Ll g Lilaa Jand)

Claa B A8 jral) gk B daalual) |3
(o Sl plaal) L ol 935 g o guilad)
A 59 alad) Cad) aadd DA
. Aizally painall daadl

)3 458 g Apalad) ol L) amali 4
L 51 5380 5 @ gulad) iV Lanay A831al)
%JJS‘AMM\JQLAJSL&
. Aaliaa) eule Uaill 4541 ) <)

il gall o 481 45 e Aald) 5
b A Jaal 5 jlslial) Aalal
Al g dalal) L)

Providing academic
programs with high quality
that meet the needs of the
local and regional labor
market in cybersecurity and
digital forensics disciplines.

. Providing an appropriate and

stimulated (motivated)
learning environment for
creativity, innovation and
research excellence.

. Preparing graduates with

knowledge, intellectual and
general skills for future
careers in cybersecurity and
digital forensics issues to be
active and responsible
members of society.

. Developing the students and

academic staff capabilities for
self-learning, effective

Providing the students with
theoretical concepts,
intellectual skills, values and
practical applications in the
field of cybersecurity .

Gl gl 5 kil aalaally dadlall oy 5 5

Y1 Qe b Aslanll gl 5 o8l 5 3 Sl

s aall

. Acquiring students' skills, tools

and techniques for analyzing,
designing, implementing and
evaluating computing-based
systems secure .
L) ¢ <l gaY) 5l el dutlal) Lus)
Al g g i g paat g Jalal e 30
] g el

. Preparing specialized cadres

capable of competing for
future careers in the field of
cybersecurity that meet the
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Annex- 6, Alignment of Department Objectives to the Faculty Objective

Department Faculty Objectives

Objectives | pQbjs | FObj2z | FObjg | FObjg | FObjs
DObj1 v

DObj2 v

DObj3 vV

DObj4 \4 \%

DObj5 Vv

DObj6 Y '
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Annex- 7, Alignment of Program Intended Learning Outcomes (PILOs) to the Department Objective

Program Department Objectives
PILOs DObj1 DObj2 DObj3 DObj4 DObj5 DOb;j6

A1 4 \ \4
A2 \%
A3 '

B1 \'
B2 '
B3
B4
C1
Cz2
C3
Cq4
D1
D2
D3 \'
D4

<
< &KL

< (X
<
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Annex- 8, Alignment of Program Intended Learning Outcomes (PILOS) to Program Objectives (POs)

Program
PILOs

Program Objectives

PObj1

PObj2

PObj3

PObjg

A1

v

\/

A2

\/

A3

B1

B2

B3

B4

C1

Cz2

C3

< K

C4

SRS U

D1

D2

D3

D4

] I Ik
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Annex- 9, Mapping of Program Objectives to the Faculty Mission

Faculty Mission:
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Annex- 10, Mapping Program Objectives to the Department Mission

Department Mission

Providing distinguish academic and research programs in cybersecurity and digital forensics issues through providing
an appropriate motivated education environment for creative thinking and scientific research excellence according to
Program |,ccreditation standards to meet the needs of the local and regional labor market.

Objectives
Providing distinguish academic and|through providing an appropriate motivated accor@lng. (2 i[lo Ilnee‘; the nee(.ls Ofl
research programs in cybersecurity | education environment for creative thinking accreditation | the 1oca and Iifglona
and digital forensics issues and scientific research excellence standards abor market.

PObj1 \'%

PObj2 % \'

PObj3 \% \'

PObj4g \'%
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Annex- 11, Mapping of Program Objectives (POs) to the Department Objectives

Program Department Objectives
Objectives DObj1 DObj2 DObj3 DObj4 DObj5 DObj6
PObj1 ' \'% %
PObj2 \%
PObj3 % \% %
PObjg ' Y %

Annex- 11, Mapping of Program Objectives (POs) to the Department Objectives
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Annex- 12, Survey of PILOs for Similar Accredited Programs at National and International

Universities
Current Similar Accredited Programs
Program | National University| University of Imam |Capitol Technology University of Southeast| University
ILOs of Singapore Abdulrahman Bin Faisal University Missouri State of Bahrain

A1 LO1 LO1, LO6 LO1, LO6 LO1, LO6 LO1, LO6
A2 LO3 LO1, LO1, LO1, LO1,

A3 LO3, LO7 LO4, LO6 LO4, LO6 LO4, LOG6 LO4, LO6
B1 LO7 LO2, LO6 LO2, LO6 LO2, LO6 LO2, LO6
B2 104, LO6 LO1, LO2, 104,106 |1O1,L0O2,1L04,106| LO1,LO2, LO4, LO6 Iingi%zé
B3 LO~ LO2, LO6 LO2, LO6 LO2, LO6 LO2, LO6
Bg LO6 LO2, LO6 LO2, LO6 LO2, LO6 LO2, LO6
C1 LOS8 LO1, LO6 LO1, LO6 LO1, LO6 LO1, LO6
C2 LOS LO2, LO6 LO2, LO6 LO2, LO6 LO2, LO6
Cs LO7, LO1, LO6 LO1, LO6 LO1, LO7 LO1, LO7
C4 LO6 LO2, LO6 LO2, LO6 LO2, LO6 LO2, LO6
D1 -- LO3, LO3, LO3, LO3,

D2 LO2 LOs5, LO4, LOs5, LO4, LOs5, LO4, LO5, LO4,
D3 LOS LOs5 LO5 LO5 LO5

D4 LOs5 LO5, LO6 LO5, LO6 LO5, LO6 LO5, LO6
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Annex- 13, Alignment of Program PILOs with Council of Accreditation (NARS) and ABET Standards

Accreditation Body: National Academic Reference Standards (NARS), Yemen, May 2018 If Any

Program PILOs NARS (Yemen), ILOs for CYS Programs ABET PILOs
A1 LO1, LO6
A2 LO1,

A3 LO4, LO6
B1 LO2, LO6
B2 LO1, LO2, LO4, LO6
B3 LO2, LO6
B4 Note: The cybersecurity LO2, LO6
C1 Program not included in LO1, LO6
C2 NARS - Yemen LO2, LO6
C3 LO1, LO6
Cq LO2, LO6
D1 L039
D2 LOs5, LO4,
D3 LO5
Dg LO5, LO6
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I. GRADUATE ATTRIBUTES

Upon successful completion of an undergraduate cybersecurity program, the graduates will be able to:

1- Problem solver and critical thinker

OIS Jla g 8L Sia
2- Analyst and detector of cybersecurity requirements, vulnerabilities, weaknesses, threats and risks
Somad) Y i s Glagd g Caaia dalii g <l iy laliia¥ aiia g Jlase
3- Operator and master of cybersecurity systems, technologies, and tools at various institutional levels
L pall il sional) Cilite S pmaall e sl g il g A Jadia s Jalxia
4- Designer of secure computer systems and networks
el A gl S0l 5 Akt aanae
5- Resist security attacks and maintain a safe working environment
el dae A ) el o Bl 5 iaY) Claagll gaais
6- Communicator and Team-worker
dlad 39 8 gumc 5 Jual s
7- Social, legal, and ethical responsible
A oAl 5 ABAY) 5 Apmainall Al 5 panall Jania
8- Self-learner

‘;'i\b (’Ja_m
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II. LEARNING OUTCOMES

A. Knowledge & Understanding Skills

Upon successful completion of an undergraduate Cybersecurity education programs, the graduates will be able
to:

A 1: Demonstrate an understanding of theoretical knowledge and practical concepts, mathematics, computing and social
science fundamentals related to cybersecurity.

A 2: Explain, discus and express security issues and requirements, software components and application, vulnerabilities,
threats, attack and risk activities in cybersecurity environment.

A 3: Conscious about security policy and planning, professional ethics, crimes legal and organizational responsibilities to
maintain business continuity.

B. Cognitive/Intellectual Skills

Upon successful completion of an undergraduate Cybersecurity education program, the graduates will be able
to:

B 1: Recognize, identify and classify cybersecurity requirements, crimes, threats, vulnerabilities, risks, networks tools and
technologies in cybersecurity practices.

B 2: Analysis and evaluate the impact of computing-based system on society, business and individual, computing system

security and digital forensics issues based on professional ethics and legal responsibilities, cybersecurity rules and
standards.

B 3: Propose suitable cybersecurity solutions, plan, policy, technologies, tools and techniques to meet the society and business
continuity needs.

B 4: Design, integrate and test a secure computer and network systems, software components and applications that meet
organization and individual needs.

C. Practical and Professional Skills:

Upon successful completion of an undergraduate Cybersecurity education program, the graduates will be able
to:
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C 1: Apply and practice theoretical and practical principles of cybersecurity, computing science and mathematics to detect,
defend and maintain a business continuity and secure computing-based system assets.

C 2: Use cybersecurity standards, and digital forensics concept, tools and techniques to solve and investigate a security
problem in cybersecurity practices.

C 3: Employ cybersecurity frameworks, tools, techniques and technologies to implement, operate, manage and monitor a
secure computer and network systems in the presence of threats and risks in different platforms.

C 4: Test, troubleshoot, and develop a secure computer and networks systems, software components and applications that
meet organization and individual needs.

D. General and Transferable Skills

Upon successful completion of an undergraduate Cybersecurity education program, the graduates will be able
to:
D 1: Communicate effectively to convince ideas and proposed solutions in different environments.

D 2: Function individually, leader or as a team member to accomplish a common goal based on professional, legal and ethical
responsibilities in cybersecurity practices.

D 3: Use creative thinking, research skills in solving cybersecurity problem to contribute in improve the enterprise's security
and performance.

D 4: Keep up with modern cybersecurity skills, standards, tools and techniques for personal professional development and
life-long self-learning.
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III. Example of ABET: Criteria for Accrediting Computing Programs
GENERAL CRITERIA

Criterion 1. Students
Student performance must be evaluated. Student progress must be monitored to foster success in attaining student
outcomes, thereby enabling graduates to attain program educational objectives. Students must be advised regarding
curriculum and career matters.
The program must have and enforce policies for accepting both new and transfer students, awarding appropriate
academic credit for courses taken at other institutions, and awarding appropriate academic credit for work in lieu of
courses taken at the institution. The program must have and enforce procedures to ensure and document that students
who graduate meet all graduation requirements.

Criterion 2. Program Educational Objectives
The program must have published program educational objectives that are consistent with the mission of the
institution, the needs of the program’s various constituencies, and these criteria. There must be a documented,
systematically utilized, and effective process, involving program constituencies, for the periodic review of these
program educational objectives that ensures they remain consistent with the institutional mission, the program’s
constituents’ needs, and these criteria.

Criterion 3. Student Outcomes
The program must have documented and publicly stated student outcomes that include (1) through (5) below and any
outcomes required by applicable Program Criteria. The program may define additional outcomes.

Graduates of the program will have an ability to:

1. Analyze a complex computing problem and to apply principles of computing and other relevant disciplines to
identify solutions.

2. Design, implement, and evaluate a computing-based solution to meet a given set of computing requirements in
the context of the program’s discipline.

3. Communicate effectively in a variety of professional contexts.

4. Recognize professional responsibilities and make informed judgments in computing practice based on legal
and ethical principles.

5. Function effectively as a member or leader of a team engaged in activities appropriate to the program’s
discipline.
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Criterion 4. Continuous Improvement
The program must regularly use appropriate, documented processes for assessing and evaluating the extent to which
the student outcomes are being attained. The results of these evaluations must be systematically utilized as input for
the program’s continuous improvement actions. Other available information may also be used to assist in the
continuous improvement of the program.

Criterion 5. Curriculum
The program’s requirements must be consistent with its program educational objectives and designed in such a way
that each of the student outcomes can be attained. The curriculum must combine technical, professional, and general
education components to prepare students for a career, further study, and lifelong professional development in the
computing discipline associated with the program.
The curriculum requirements specify topics, but do not prescribe specific courses. The program must include
mathematics appropriate to the discipline and at least 30 semester credit hours (or equivalent) of up-to-date coverage
of fundamental and advanced computing topics that provide both breadth and depth. The computing topics must
include:

1. Techniques, skills, and tools necessary for computing practice.
2. Principles and practices for secure computing.
3. Local and global impacts of computing solutions on individuals, organizations, and society.

Criterion 6. Faculty
Each faculty member teaching in the program must have expertise and educational background consistent with the
contributions to the program expected from the faculty member. The competence of faculty members must be
demonstrated by such factors as education, professional credentials and certifications, professional experience,
ongoing professional development, contributions to the discipline, teaching effectiveness, and communication skills.
Collectively, the faculty must have the breadth and depth to cover all curricular areas of the program.
The faculty serving in the program must be of sufficient number to maintain continuity, stability, oversight, student
interaction, and advising. The faculty must have sufficient responsibility and authority to improve the program
through definition and revision of program educational objectives and student outcomes as well as through the
implementation of a program of study that fosters the attainment of student outcomes.

Criterion 7. Facilities
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Classrooms, offices, laboratories, and associated equipment must be adequate to support attainment of the student
outcomes and to provide an atmosphere conducive to learning. Modern tools, equipment, computing resources, and
laboratories appropriate to the program must be available, accessible, and systematically maintained and upgraded to
enable students to attain the student outcomes and to support program needs. Students must be provided appropriate
guidance regarding the use of the tools, equipment, computing resources, and laboratories available to the program.
The library services and the computing and information infrastructure must be adequate to support the scholarly and

professional activities of the students and faculty.

Criterion 8. Institutional Support
Institutional support and leadership must be adequate to ensure the quality and continuity of the program.
Resources including institutional services, financial support, and staff (both administrative and technical) provided to
the program must be adequate to meet program needs. The resources available to the program must be sufficient to
attract, retain, and provide for the continued professional development of a qualified faculty. The resources available
to the program must be sufficient to acquire, maintain, and operate infrastructures, facilities and equipment
appropriate for the program, and to provide an environment in which student outcomes can be attained.

PROGRAM CRITERIA FOR CYBERSECURITY AND SIMILARLY NAMED COMPUTING PROGRAMS
Lead Society: CSAB

These program criteria apply to computing programs using cybersecurity, cyber operations, computer security,
information assurance, information security, computer forensics, or similar terms in their titles.

3. Student Outcomes
In addition to outcomes 1 through 5, graduates of the program will also have an ability to:
6. Apply security principles and practices to maintain operations in the presence of risks and threats.

5. Curriculum
The curriculum requirements specify topics, but do not prescribe specific courses. These requirements are:

A. At least 45 semester credit hours (or equivalent) of computing and cybersecurity course work. The course work
must include:
1. Application of the crosscutting concepts of confidentiality, integrity, availability, risk, adversarial thinking,
and systems thinking.
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2. Fundamental topics from each of the following:
a. Data Security: protection of data at rest, during processing, and in transit.

b. Software Security: development and use of software that reliably preserves the security properties
of the protected information and systems.

c. Component Security: the security aspects of the design, procurement, testing, analysis, and
maintenance of components integrated into larger systems.

d. Connection Security: security of the connections between components, both physical and logical.

System Security: security aspects of systems that use software and are composed of components
and connections.

f. Human Security: the study of human behavior in the context of data protection, privacy, and
threat mitigation.

g. Organizational Security: protecting organizations from cybersecurity threats and managing risk to
support successful accomplishment of the organizations’ missions.
h. Societal Security: aspects of cybersecurity that broadly impact society as a whole.

3. Advanced cybersecurity topics that build on crosscutting concepts and fundamental topics to provide
depth.

B. At least 6 semester credit hours (or equivalent) of mathematics that must include discrete mathematics and
statistics.

Annex- 13, Alignment of Program PILOs with Council of Accreditation (NARS) and ABET Standards |Page 74



alad) Gl g Mad) anlail) 3,139
il ghrall Ly o1 93S5 o gudla) 4418

Republic of Yemen
Minstry of Higher Education &Sientific Research
Sana’a University
Faculty of computer and Information Technology

Annex- 14, Survey of Credit Hours of Similar Programs

' National Imam Capitol Southeast .
Benchmarking S.a naa University | Abdulrahma | Technology Missouri B.‘:.lhraI.n Average
University . . . . . University Cr. Hrs
of Singapore | n Bin Faisal University State : :
University Crecit 14 40 8 -- 42 11 -- 25.25
Requirements | Percentage 10% 25% 5% --% 35% 8% --% 18.25%
University Credit o -- - -- -- 9 - 9
Electives Percentage 0% --% % --%, --%, ~% --9% ~%
Faculty %‘;ﬁ?ﬁ; 20 + 6 GP* -- 30 + 60 - - 25 - 27.5
Requirements | Percentage 15% --% (19+39) % --% -% 19% --% 19%
Faculty Credit o -- - -- -- - -
Electives Percentage 0% -% -% -% --% - --%
Department Credit o -- -- -- -- - -
Requirements | Percentage 0% -% --% -% --% - --9%,
Major Credit 91 84 47 -- 75 75 -- 70.25
Requirements Percentage 67% 52.5% 31% --% 62.5% 57% --% 50.75%
Major e 6 36 9 - 3 12 -- 15
Electives Percentage 4% 22.5% 6% --% 2.5% 9% --% 10%
. Credit
Practical Hours --- -- -- -- - - - -
Courses Percentage -—-% --% --% --% -=9% --% --9%, --9%
Training %‘;)el‘lilf; g** - - -- - - - -
Courses Percentage 29 %% --% --% --% --% -% --% --%
Project et 6 -- -- -- - - - -
Courses Percentage 4% --% --% --% --% -% -% --%
Total Credit Credit
Hours Hours 137 160 154 120 120 132 — 137

* The credit hour of the graduation project courses are computed in the row of project courses (not computed in the faculty
requirements courses).
** The credit hours of the training field is not computed in the credit hours total of the program.
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Annex- 15, Survey of Number of Courses and Credit Hours of Similar Programs

Sana'a National Imam Canpitol Southeast Bahrain
University ; .. [University of| Abdulrahman p Missouri : c Total Average
University . = X Technology University
Singapore Bin Faisal State
Total Courses and CH || CH |Courses| CH | Courses | CH Courses | CH | Courses || CH | Courses || CH | Courses |CH | Courses | CH Courses
University | Compulsory || 14 ~ 40 14 8 3 - - 42 14 11 4 -- - 24.6 9
Requirements| Electives - - - - == == == — — - 9 3 - - 9 3
Faculty Compulsory || 20 7 -- - - - -- - = - o= - — - 9 3
Requirements| Electives - -- - - - - - - = = == == == oo = oo
Department | Compulsory | -- - - - - - - - - - - - - - - -
Requirements Electives -- - -- -- -- -- -- - - - - - - - - -
Compulsory | 91 | 32 | 84 28 47 18 -- -- 75 25 75 25 -- -- 74.8 26
Electives 6 2 36 12 9 3 - - 3 1 12 4 - - 13.2
q Graduation
Major Project 6 2 == -- == -- == -- == -- -= -- -= -- 6 2
- Summer % *
Requirements Thacfiotos 3 1 - -- - -- - - - - -- -- - - 3 1
Industrial _ L _ __ _ __ _ __ _ __ _ __ __ __ __ __
Training
Practical Skills|| -- - - - - - - - - - - - - - - -
Other Courses - - |- -- -- -- -- -- -- -- -- - -] - -- --
Total 137 |50+1*|160| 55 (154 54 120 45 [120| 30 [132| 45 | -- --
Note: The Field Training Course is not included in the total of credit hours of the program.
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Annex- 16, Themes of Courses of Study and their Weightage

# Themes No. of Courses Credit Hours Percentage of CH
1 University Requirements 7 14 10%
2 Faculty Requirements 7 20 15%
3 Program Compulsory Courses 32 91 67%
4 Program Elective Courses 2 6 4%
5 Graduation Project Courses 2% 6* 4%
6 Field Training* 1%* g** --
Program Total 50+TF =50 137 100%
Note:

* Two Graduation Project Courses are Faculty Requirements.
** The Credit Hours of the Training Field Course is not computed in the Credit Hours Total of the Program.
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Themes of Courses of Study and their Weightage

Graduation Field Training;
Project --%
Courses; 4% University
Program Requirements;
Elective 10%
Courses; 4% Faculty
Requirements;
15%
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Annex- 17, Coding System
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Annex- 18, Survey of Course Names per Academic Semesters of Similar Programs

Sana'a National Imam Capitol Southeast Bahrain
University Universi University of Abdulrahman Bin Technology Missouri State Universi
yersity Singapore Faisal University University versity
No of
St 50 20 54 45 30 45
Total Cr.
Hrs 137 160 124/153 120 120 132
Total Years 4 4 5 4 4 4
Level 1
Semest Course Course
er No Name Course Name Course Name Name Course Name Course Name
Inéroductipn ; ?undan}entsals of
Introduction to Introduction to to Computin, Introduction to . niormation Systems
1 1 computer Computer Systems / Fur(l)(%aﬂ;nfg?ta s Data Science Computer Science ]
Systems
2 Arabic Language (1) Arabic Language Skills
3 Mathematics (1) ﬁ;{ﬁgﬁ;ﬁg Calculus In%gﬁg;ate Mathematics Calculus 1
English Language English . - Language Development
4 & ) guag Commur%i cations I | Written Communication guag I p
5 Islamic Culture Soc1allsslgfltlem mn
: Constitution Islamic Culture
6 National Culture Requirement
7 Physics/Biology/ Electronics grflvfr}l)eni?grll)’i Business Elective I
. Introduction to Intro to Computer Programming
Programmin, s Fundamentals of . Intro to Computer
2 1 Fundamentals %?gé?;;g%gg‘% Programming %Igﬁrgaglyltlﬂgﬁ Programming I
English Language English s Language Development
(2) Communications II Oral Communication I
s Introduction to . Computer Programming
Probability and s Intro to Statist & .
3 Statistics g&?&g&%ﬁ; ?I Probability Theory Computer Science Il 1
Mathematical
4 Mathematics (2) Calculus for Computing Olf:(frlllfr:g%’iﬁ?gn
Security
Arabic-Israel i : Modern History of
S5 Conflicts Political System in Islam Bahrain and Citizenship
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Sana'a National Imam Capitol Southeast Bahrain
University Universi University of Abdulrahman Bin Technology Missouri State Universi
ty Singapore Faisal University University ty
. . Introduction to introduction to Fundamentals of
f 6 Cybersecurity Introduction to Information Cybersecurity/ Cybersecurity
fundamentals Information Security Assurance Introduction to Cyber
Concepts Operations
7 Arabic Language (2)
Level 2
Semest No Course Course Name Course Name Course Course Name Course Name
er Name Name
1 Linear Algebra Linear Algebra
Communication & . . Introduction to
Computer Networks and Introduction to Introduction to
2 Computer Networks Applications N%tlm(gk Networking Networks Com%ngn%lggymork
Object Intro to Object
3 rgoﬂ?ﬁﬁ%ﬁl Oriented Oriente
prog & Programming 1 Programming C++
o %omputer Operating Netw%rk Operating
. i . t T
4 Operating Systems S‘;g{g&gg Operating Systems Sg;ggsg%g&%ﬁ; yStems
Language
Discrete . Discrete Discrete .
5 Mathematics Discrete Structures Mathematics Mathematics Natural Sciences
Introto Intro to Network
6 Programming Using Programming
Python Using C
Digital Introduction to Social and Behavioral Business Elective IT
7 Hardware Unix Sciences
8 The ECOH(I)I{IiC System in Human Rights
slam
Database Concepts and Database Database Management
2 1 Database Systems Design Management Database Systems
2 Routing and Network Protocols &lttﬁrggﬁvggrgk;% Routing & Switching Computer Networks I
Switches and E-Commerce Switches Essentials
Data Structures
3 DataASltrur(i:Eﬁfgs and Data Structure Data Structures Discrete Structures I ( /Discrete Structures I/
80 S Design of Algorithms
Secure Data . Cryptography
4 Cryptography Communications Igat}}[%mriﬂ(ifl
and Cryptography* Typtographty
82]6% n(l)IlI'llieIilt%d Object Oriented Computer Networks II
S5 gpathon &by Programming 2
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Sana'a National Imam Capitol Southeast Bahrain
University Universi University of Abdulrahman Bin Technology Missouri State Universi
ty Singapore Faisal University University ty
- Communication for Technical . Technical Report
6 Comnsli(lirllll;:atlon Computin Reports /Professional C orr?rlrlls&giecsasti on Writing
Professionals Responsibility
. Secure System Network Programmin
7 Introﬂ#ﬁ};on to Business (1) Administration and 8 8
Operation (UNIX)*
Level 3
Semest Course Course
pm No Name Course Name Course Name Name Course Name Course Name
Network Security/ Network ] Network Security I/
+ | 1| Newomseawy | ComputerSystems Forensies Qomprebensive | Information Securitys, | - Iormation Security
Security Detection, Netwofk Security* Assurance
and Response
. Professional, Ethical and . . Cyberethics
2 Computer Ethics Social Issues in Faith Morals Ethics
Computing
Database
Management Database and Web Database Management
3 Systems and Applications Systems
Security
Security Project Data Structures and Project Project IT Project Management
4 Management Algorithms Proposal Management I
Probability and 9 - Information Introduction to Elementary Probability | Probability and Statistics
5 Statistlt‘}és Probability and Statistics System Audit Statistics & Statistics
Research
6 Methodology
: Internet Software
7 Web Design Development
Humanities Humanities and Social
Cyber Laws : ¢ >
8 & Security Eslec’gn{ess (2)*/ Humanities & Fine Arts Sciences Elective
POliCy OCIQ meng&
Electives (2)
2 M‘}g%%g%’};ﬁgon Mobile Computing
System Analysis and | Introduction to Software . . Secure Software
2 design Engineering Software Engineering I Engineering
IT Auditing and
Information : . Information . . Business Continuity
3 Security and Risk Info&n;i’gogrggﬁltlrlty Security Management & Isnfs({gnrﬁagg&s;%ﬁ ;E[yolrrll /Governance and
management 8 Standards Y tustraty Management of
Enterprise IT
o : Digital Evidence Digital Forensics : Digital Forensics
4 Digital Forensics Analysfi /Digital Forensic ohd the Computer Forensics &

Annex- 18, Survey of Course Names per Academic Semesters of Similar Programs

|[Page 82


https://mycapitol.captechu.edu/schedule/desc_results.asp?course_desc=IAE%20%20260
https://mycapitol.captechu.edu/schedule/desc_results.asp?course_desc=IAE%20%20260
https://mycapitol.captechu.edu/schedule/desc_results.asp?course_desc=IAE%20%20260
https://mycapitol.captechu.edu/schedule/desc_results.asp?course_desc=IAE%20%20250
https://mycapitol.captechu.edu/schedule/desc_results.asp?course_desc=IAE%20%20250
https://mycapitol.captechu.edu/schedule/desc_results.asp?course_desc=IAE%20%20250
https://mycapitol.captechu.edu/schedule/desc_results.asp?course_desc=SS%20%20%20351
https://mycapitol.captechu.edu/schedule/desc_results.asp?course_desc=BUS%20%20301
https://mycapitol.captechu.edu/schedule/desc_results.asp?course_desc=BUS%20%20301

Republic of Yemen

Minstry of Higher Education &Sientific Research

Sana’a University
Faculty of computer and Information Technology

DR
alad) Gl g el anlail) 3139
o ghrall L gl 530 g o guskal) Al

Nation Imam itol h g
. . Sana'a yatior Al a . LA S outheast Bahrain
University Universi University of Abdulrahman Bin Technology Missouri State Universi
yersity Singapore Faisal Universi Universi versity
gap
Techniques and Investigative
Tools Process*
] ) Architecture of - Ethical Hacking
5 Ethical Hacking Secursey(s)trexrerliatmg Secg&t%glcléllg ata
Web Application Entrepreneurship and
6 Web ggglvlell%r})’ment Security/ Web Digﬁal Innovation
Development & Security
7
8
Cooperative Capstone Experience Internship in
Summer Cybersecurity
Training
Training Industrial Practice Program
(CO0OP)
(Completed
90 credit
hours)
Level 4
Semest No Course Course Name Course Name Course Course Name Course Name
er Name Name
. . Mobile & . .
Mobile & Wireless : Applied Wireless
1 1 Security ‘é\gggkf; Network Security*
Introduction to
SS(Etcure Inc1déerﬁ;[1 Ii[apdhng
. oftware and Malicious
2 Software Security Design and Code*/Malware
Engineering Analysis/Reverse
Engineering*
3 Cloud Computing Cloud Computing Cloud Computing I
: Elective HU-3310r HU-332 ITCY Elective 1
4 Elective (1) Course Arts and Ideas
Graduation Project Software Development Senior Design Senior Project
; )
5 (1) Project Project I*
. . Security Threats & Penetration
2 1 ‘ HEREIRNDR DAy Vulnerabilities Testing™®
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Sana'a National Imam Capitol Southeast Bahrain
University Universi University of Abdulrahman Bin Technology Missouri State Universi
yersity Singapore Faisal University University versity
] Information Systems . . Security Risk
2 Secure Coding P Applied Cryptography Secure Coding Assessment and
and Organisations Countermeasures
3 Elective (2) Elective Course ITCY Elective 2
Graduation Project Cybersecurit . . Senior Design ITCY Elective 3
4 (2) Computing Pro}lect Project Implementation Project IT*
Elective ITCY Elective 4
5 Course
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Annex- 19, Comparison of Program Courses and Similar Programs Courses

. . c National University of | Imam Abdulrahman Bin Capitol Technology Southeast Missouri q o q
SEHERL WhnE ey Singapore Faisal University State University Ll oty
. . HARRISON COLLEGE OF .
Faculty of Computer and IT Computing In?(;)glngltl;(g; STcel‘calrllggle(l)nd s Dol aggcggormatlon BUSINESS AND Collegrl?e(():{lilr;fl(())rmatlon
gy ty COMPUTING gy
Departme}lt. of Cyberse}curlty Computer Science Bachelor of Science Bachelor of Science Information Techn.ology Department of Information
and Digital Forensics and Cybersecurity Systems
. . ] Cyber Security and Digital Cyber and Information . .
Cybersecurity Information Security Forensics Technology Cybersecurity Cybersecurity
Republic of Yemen Singapore Saudi Arabia United States- Maryland United States Bahrain
47 55 45 30 45
Total
CHs. 138 160 124 120 120 132
Years
4 4 4 4 4 4
Course Course Course Course Course Course
Hours Hours Hours Hours Hours Hours
Course Course C Course C Course C Course C Course C
CH|L [T P HLTP HLTP I_ILTP HLTP HLTP
Level 1 - Semester 1
q Introduction
. Introduction to Computing . Fundamentals of
Introduction to Introduction to Computer .
1 computer to Computer /Fundamentals | 3 Data Science | 3 Science 1 3 Information 3213
Systems of Info. Systems
Systems
Arabic Language Arabic Language
2 (1) 3 3 3 Skills 3193
3 Introduct Int diat q
3 Mathematics (1) l\;lla{ﬁ erlilca’?i?; Calculus 3 ngfr{ré{:) r;a € 3 Mathematics | 3 Calculus I 3|03
English English Written Language 5
4 Language (1) 4 Communications 1 3 Communication | 3 Development I 3 3
5 Islamic Culture Soc1a11 Sslgitlem o 3 3 3013
i Constitution .
6 National Culture . 3 3 Requirement 2 Islamic Culture | 3 |23
; o || Earmoea | o | | | imerosi 4 ||| pusiness petver
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c . o National University of | Imam Abdulrahman Bin Capitol Technology Southeast Missouri q . .
ETETa DT Ty Singapore Faisal University State University Lt e ity
. . HARRISON COLLEGE OF .
Faculty of Computer and IT Computing Gompdaad | Cbariltrnion BUSINESS AND Sallgpeinttysinion
gy ty COMPUTING gy
Department of Cyberse}curlty Computer Science Bachelor of Science Bachelor of Science Information Techn_ology Department of Information
and Digital Forensics and Cybersecurity Systems
. . . Cyber Security and Digital Cyber and Information . .
Cybersecurity Information Security Forensics Technology Cybersecurity Cybersecurity
Republic of Yemen Singapore Saudi Arabia United States- Maryland United States Bahrain
47 55 45 30 45
Total
CHs. 138 160 124 120 120 132
Years
4 4 4 4 4 4
Course Course Course Course Course Course
Hours Hours Hours Hours Hours Hours
Course Course C Course C Course C Course C Course C
CH L [T P HLTP HLTP HLTP HLTP HLTP
evel 1 - Semester 2
: Introduction to Intro to [ntro to
1| Fundamentals Computingand | 4 brosamming | 3 Programming | 3 Computer 3 brogramming I
Programming I g g Using Python IProgramming S 8
. English
English o Oral [Language
2 Language (2) 4 4 Communications | 3 Communication | 3 [Development 1T
,{g%gi‘llcltligg Intro to Statist
Probability and and puting & % Computer Computer o
3 Statistics P . Probability 3 Science 11 3 Programming II 3 3
rogramming
I Theory
Mathematical
. Calculus for Foundations
4 Mathematics (2) Computing of Information | 2 3 4
Security
c 2ng c IModern History of
Arabic-Israel Political System in .
5 z 4 3 3 4 [Bahrain and 3 | 2 |3
Conflicts [slam Citizenship
: Introduction to . . .
Cybersecurity - Introduction to introduction to [Fundamentals  of
g fundamentals é%ifggtlon 4 3 Information 3 Cybersecurity/ 4 Cybersecurity 31213
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c . o National University of | Imam Abdulrahman Bin Capitol Technology Southeast Missouri q . .
ETETa DT Ty Singapore Faisal University State University Lt e ity
. . HARRISON COLLEGE OF .
Faculty of Computer and I Computing Mo el o IR e BUSINESS AND SR
gy ty COMPUTING gy
Department of Cyberse}curlty Computer Science Bachelor of Science Bachelor of Science Information Techn_ology Department of Information
and Digital Forensics and Cybersecurity Systems
. . . Cyber Security and Digital Cyber and Information . .
Cybersecurity Information Security Forensics Technology Cybersecurity Cybersecurity
Republic of Yemen Singapore Saudi Arabia United States- Maryland United States Bahrain
47 55 45 30 45
Total
CHs. 138 160 124 120 120 132
Years
4 4 4 4 4 4
Course Course Course Course Course Course
Hours Hours Hours Hours Hours Hours
Course Course C Course C Course C Course C Course C
CH L [T P HLTP HLTP HLTP HLTP HLTP
[Assurance ntroduction to
Concepts Cyber Operations|
Arabic L
. rabic (Snguage 4 3 3 3 3023
Level 2 - Semester 1
1 Linear Algebra Linear Algebra | 4 3 3 3 303
S [Introduction to
Computer Communication & : :
Computer Introduction to [ntroduction to Computer &
2 Networks Eet\ivig;lésoirsld 4 Es;clv(\lzork 2 Networking 3 Networks 4 Network 3123
PP [Technology
Object Intro to Object
3 r?)ogrr)riﬁfil;l Oriented 3 Oriented 3 3 303
prog 8 Programming 1 [Programming C++
. 2 Computer .
Operating Operating . : INetwork Operating
4 4 3 Operating Systems| 3 Operating 3
Systems Systems Systems,/ Systems
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c . o National University of | Imam Abdulrahman Bin Capitol Technology Southeast Missouri q . .
ETETa DT Ty Singapore Faisal University State University Lt e ity
. . HARRISON COLLEGE OF .
Faculty of Computer and I Computing Mo el o IR e BUSINESS AND Sallgpeinttysinion
gy ty COMPUTING gy
Department of Cyberse}curlty Computer Science Bachelor of Science Bachelor of Science Information Techn_ology Department of Information
and Digital Forensics and Cybersecurity Systems
. . . Cyber Security and Digital Cyber and Information . .
Cybersecurity Information Security Forensics Technology Cybersecurity Cybersecurity
Republic of Yemen Singapore Saudi Arabia United States- Maryland United States Bahrain
47 55 45 30 45
Total
CHs. 138 160 124 120 120 132
Years
4 4 4 4 4 4
Course Course Course Course Course Course
Hours Hours Hours Hours Hours Hours
Course Course C Course C Course C Course C Course C
CH L [T P HLTP HLTP HLTP HLTP HLTP
[Computer
Systems &
Assembly
[Language
Discrete Discrete Discrete Discrete .
S Mathematics Structures 4 Mathematics = Mathematics 3 Natural Sciences | 3
Intro to [Intro to Network
6 Programming 4 2 IProgramming 3 3 3|03
Using Python Using C
.. . Social and . :
Digital Introduction to g Business Elective
~ 4 3 . 3 Behavioral 4 31213
Hardware Unix (G 18§
The Economic
8 4 System in 3 3 4 [Human Rights
[slam
Level 2 - Semester 2
Database Database
Database Database
1 Concepts and 3 3 Database 3 Management 31213
Systems Design Management Systems
. Internetworking Routing &
Routing and INetwork Protocols| : o Computer
2 . ~ 3 with Routers and | 3 Switching 3 3213
Switches and E-Commerce Switches Essentials Networks I
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c . o National University of | Imam Abdulrahman Bin Capitol Technology Southeast Missouri q . .
ETETa DT Ty Singapore Faisal University State University Lt e ity
. . HARRISON COLLEGE OF .
Faculty of Computer and I Computing Mo el o IR e BUSINESS AND SR
gy ty COMPUTING gy
Department of Cyberse}curlty Computer Science Bachelor of Science Bachelor of Science Information Techn_ology Department of Information
and Digital Forensics and Cybersecurity Systems
Cybersecurity Information Security b Selgggtgs?;d Dl Cyber;;(}ilrllr;{gglatlon Cybersecurity Cybersecurity
Republic of Yemen Singapore Saudi Arabia United States- Maryland United States Bahrain
47 55 45 30 45
Total
CHs. 138 160 124 120 120 132
Years
4 4 4 4 4 4
Course Course Course Course Course Course
Hours Hours Hours Hours Hours Hours
Course Course C Course C Course C Course C Course C
CH L [T P HLTP HLTP HLTP HLTP HLTP
Data Structures
. Discrete
Data Structures Discrete /
3 and Algorithms Data Structure IData Structures 3 Structures I 3 Stlr)lcleztig;e(s)fl/ 31213
Algorithms
Secure Data
ICommunications Mathematical
4 Cryptography 3 nd 3 Cryptography 3 Cryptography
Cryptography*
Object Oriented . .
: Object Oriented Computer
5 ngl;;glrgilng by Programming 2 3 3 3 INetworks IT
Communication Communication ﬁi(;)l:)ﬁgal Business [Technical Report
g Skills g)rr gon}plllltllng 4 Professional 3 3 Communication |3™4 Writing
olessiona’s Responsibility
Secure System
Introduction to % I izss (60) Administration p Network
7 Linux 4 3 and Operation P 3 rogramming
UNIX)*
Level 3 - Semester 1
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ETETa DT Ty Singapore Faisal University State University Lt e ity
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Faculty of Computer and I Computing Mo el o IR e BUSINESS AND SR
gy ty COMPUTING gy
Department of Cyberse}curlty Computer Science Bachelor of Science Bachelor of Science Information Techn_ology Department of Information
and Digital Forensics and Cybersecurity Systems
. . . Cyber Security and Digital Cyber and Information . .
Cybersecurity Information Security Forensics Technology Cybersecurity Cybersecurity
Republic of Yemen Singapore Saudi Arabia United States- Maryland United States Bahrain
47 55 45 30 45
Total
CHs. 138 160 124 120 120 132
Years
4 4 4 4 4 4
Course Course Course Course Course Course
Hours Hours Hours Hours Hours Hours
Course Course C Course C Course C Course C Course C
CH L [T P HLTP HLTP HLTP HLTP HLTP
etwork Security/
Network . . .
; IComprehensive Information INetwork Security
1 Network Security| g}?;?grggeé‘ecuri ty E?trrins?:)cg’ 3 IComputer and ) 3 Security & 3 L/ Infprmation
Detection, INetwork Security Assurance Security
and Response
Professional,
2 Computer Ethics gggg?llsa;i sin Faith Morals 3 [Ethics 3 3 Cyberethics 3123
Computing
Database
Database and Database
3 g@i?;%?giﬁt Web' ] IManagement 3 3 3
S Applications Systems
Security Project Data Structures Project [Project [T Project
4 Management and Algorithms ¢ Proposal B Management B3 B [Management I
- o . . [Elementary 1
Probability and Probability and [nformation Introduction to rs _ [Probability and
5 Statistics Statistics System Audit B Statistics 3 g{obablhty & 34 Statistics B PP
atistics
Research
0 Methodology ¢ 2 B B B B B
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ETETa DT Ty Singapore Faisal University State University Lt e ity
. . HARRISON COLLEGE OF .
Faculty of Computer and I Computing Mo el o IR e BUSINESS AND SR
gy ty COMPUTING gy
Department of Cyberse}curlty Computer Science Bachelor of Science Bachelor of Science Information Techn_ology Department of Information
and Digital Forensics and Cybersecurity Systems
. . . Cyber Security and Digital Cyber and Information . .
Cybersecurity Information Security Forensics Technology Cybersecurity Cybersecurity
Republic of Yemen Singapore Saudi Arabia United States- Maryland United States Bahrain
47 55 45 30 45
Total
CHs. 138 160 124 120 120 132
Years
4 4 4 4 4 4
Course Course Course Course Course Course
Hours Hours Hours Hours Hours Hours
Course Course C Course C Course C Course C Course C
CH L [T P HLTP HLTP HLTP HLTP HLTP
. nternet Software
7 Web Design B i & [Development s
[Humanities "
Cyber Laws . s o [Humanities and
8 & Security 3 }Sileqtllvss'@) / &) Eumﬂnes & 3 Social Sciences B R B
Policy oc1a SCIence e Arts [Elective
[Electives (2)**
Level 3 - Semester 2
Mobile c
oo, Mobile
1 Application Y 3 3 q 3 B kB
rogramming Computing
System Analysis Introduction to Software Secure Software
2 and design Software B B EngineeringI P [Engineerin;
8 [Engineering g g 8 g
[T Auditing and
c . [nformation Information [Business
3 Isrég)lrl?t;t;gg Risk égi?gint;tlon Security s s Security in Continuity
e —— Management IManagement & System Governance and
g g Standards Administration IManagement of
[Enterprise IT
Digital Evidence . . .
4 Digital Forensics v Analysis /Digital [3 %%Ww ggféﬁ;tcf Digital Forensics 0 6 3
[Forensic I
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. . HARRISON COLLEGE OF .
Faculty of Computer and I Computing Gompdaad | Cbariltrnion BUSINESS AND Sallgpeinttysinion
gy ty COMPUTING gy
Department of Cyberse}curlty Computer Science Bachelor of Science Bachelor of Science Information Techn_ology Department of Information
and Digital Forensics and Cybersecurity Systems
. . . Cyber Security and Digital Cyber and Information . .
Cybersecurity Information Security Forensics Technology Cybersecurity Cybersecurity
Republic of Yemen Singapore Saudi Arabia United States- Maryland United States Bahrain
47 55 45 30 45
Total
CHs. 138 160 124 120 120 132
Years
4 4 4 4 4 4
Course Course Course Course Course Course
Hours Hours Hours Hours Hours Hours
Course Course C Course C Course C Course C Course C
CH L [T P HLTP HLTP HLTP HLTP HLTP
echniques and nvestigative
[Cools Process™
Architecture of ..
5 Ethical Hacking 8 Secure Operating 3 IS)(IJ:(C)ltl(I)'::tgisln Data [Ethical Hacking 3 |2 B8
System _
Web g\éizr‘?tgr/ﬂ;%a%on [Entrepreneurship
6 development Y 2] Devel ?[ & land Digital
security S:(;]lfr?t?rmen [[nnovation
Cooperative
Summer
Training
Training Field Industrial Practice Program
s (COOP)
Completed
00 credit
hours)
Level 4 - Semester 1
- Mobile & Applied Wireless
Mobile & :
1 : ] Wireless 3 Network
Wireless Security Security Security*
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c . o National University of | Imam Abdulrahman Bin Capitol Technology Southeast Missouri q . .
ETETa DT Ty Singapore Faisal University State University Lt e ity
. . HARRISON COLLEGE OF .
Faculty of Computer and I Computing Mo el o IR e BUSINESS AND SR
gy ty COMPUTING gy
Department of Cyberse}curlty Computer Science Bachelor of Science Bachelor of Science Information Techn_ology Department of Information
and Digital Forensics and Cybersecurity Systems
. . . Cyber Security and Digital Cyber and Information . .
Cybersecurity Information Security Forensics Technology Cybersecurity Cybersecurity
Republic of Yemen Singapore Saudi Arabia United States- Maryland United States Bahrain
47 55 45 30 45
Total
CHs. 138 160 124 120 120 132
Years
4 4 4 4 4 4
Course Course Course Course Course Course
Hours Hours Hours Hours Hours Hours
Course Course C Course C Course C Course C Course C
CH L [T P HLTP HLTP HLTP HLTP HLTP
ntroduction to
Secure Incident Handlin
. Software and Malicious
2 Software Security Design and B Code*/Malware
[Engineering Analysis/Reverse
[Engineering*
3 Cloud Computing] U Cloud Computing Cloud Computing I
q Elective IHU-3310r HU-332 .
Elective (1) 8 Course 3 Arts and Ideas [TCY Elective 1
. Software . .
Graduation Senior Design . .
5 . Development 3 s - ISenior Project B 2 B
Project (1) Project Project I
Level 4 - Semester 2
a Penetration Security Threats & [Penetration b
Security Vulnerabilities [Testing* B B
[nformation Woplied Security Risk
2 Secure Coding Systems and Cpp oyl 3 Secure Coding Assessmentand |3 £ 8
Organisations Typtographiy Countermeasures
3 Elective (2) Elective Course 3 ITCY Elective2 3 23
. Cybersecurity . . .
Graduation : Project Senior Design .
< Project (2) g?;-l epcltltmg Implementation P Project IT* [TCY Elective3 38 2 B
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. q . National University of | Imam Abdulrahman Bin Capitol Technology Southeast Missouri . q q
ETETa DT Ty Singapore Faisal University State University Lt e ity
. . HARRISON COLLEGE OF .
Faculty of Computer and IT Computing In?gr?lngltlitgg STzceﬁlggl?)nd s Cyber aggciﬁfgymatlon BUSINESS AND Colleg;e(():flfllz)flzrmatlon
&y COMPUTING &
Department of Cybersgcurlty Computer Science Bachelor of Science Bachelor of Science Information Techn_ology Department of Information
and Digital Forensics and Cybersecurity Systems
. . . Cyber Security and Digital Cyber and Information . .
Cybersecurity Information Security Forensics Technology Cybersecurity Cybersecurity
Republic of Yemen Singapore Saudi Arabia United States- Maryland United States Bahrain
47 55 45 30 45
Total
CHs. 138 160 124 120 120 132
Years
" 4 4 4 4 4 4
Course Course Course Course Course Course
Hours Hours Hours Hours Hours Hours
Course Course C Course C Course C Course C Course C
CH[L TP HLTP HLTP HLTP HLTP HLTP
5 c:)elf;[;‘ée 3 [TCY Elective 4
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Annex- 20, Matrix of Mapping Program PILO's with Courses

I =Introduction; A=Advanced; E=Extension;
L/S=Level/ Semester; CH=Credit Hour(s); L=Lecture; E/T=Exercise/Tutorial; Lab=Computer Laboratory;

i Program Intended Learning Outcomes (PILOs)
Course . istributi Knowled: d Professional & G 1&
C H| Distribution owledge an . rofession enera
#|L/S Code Course Title Understanding IatellccttaliSElls practical skills Transferable Skills
L |[E/T[Lab|] A1 | A2 | A3 | B1 |[B2|B3 [B4 | C1 | C2 | C3 | C4 | D1 |D2| D3 | D4
1 Islamic Culture 3 3 I I
2 | ARB  |Arabic Language (1) 3 3 I I
3| = ENG |[English Language (1) 3 3 I
4| Introduction to Computer 3 2 2 1 1
5| " CYS  [Cybersecurity fundamentals 3 3 I I I 1
6 Mathematics (1) 3 2 2 I I
7 Arabic Language (2) 3 3 1 I
8 - English Language (2) 3 3 I
9 | = National Culture 2 2 I
10| ¥ CS Programming Fundamentals 3 2 2 I I
1| M Mathematics (2) 3 2 2 I I I I
12 CS Discrete Mathematics 3 2 2 1 I 1 1
13 CYS [Information Security 3 2 - 2 I I I I
14| Computer Networks (1) 3 2 2 1 1 1
15 Q Computer programming 3 2 2 I I I
16| »n Operating Systems 3 2 2 I I 1 1
17 = Probability and statistics 3 2 2 I I 1 1 1
18 Arabic Israel Conflict 2 2 - I
19 Database Systems 3 2 2 I I 1
20 Computer Networks (2) 3 2 2 A A A A A
21 E‘ Data Structures and Algorithms 3 2 2 I I I I I 1 I I
22 B Linear Algebra 3 2 2 A A A A
23| N Object Oriented Programming 3 2 2 A A | A A A A A
24 Communication Skills 3 2 2 A A
25 Introduction to Linux 2 1 2 I I I I I I
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i Program Intended Learning Outcomes (PILOs)
Course . istributi Knowled d Professional & G 1&
C H|Distribution owledge an . rofession enera
s Code Course Title Understanding IatellccttaliSElls practical skills Transferable Skills
L |[E/T[Lab|] A1 | A2 | A3 | B1 [B2| B3 [B4 | C1 |C2 | C3 | C4 | D1 |D2| D3 | D4
26 Network Security 3 2 2 A A A A A A A
27 Cryptography 3 2 2 A A A A A A A
28| Database Security 3 2 2 A A A A | A
w :
29| ~ Web Design 3 2 2 | I 1
30 z) Research Methodology 3 2 2 I I I 1 I 1
a1 Programming language for 3 5 5 A A Al A A A A A
Cybersecurity
32 Mobile Apphcatlon 3 5 5 A Al a A A A
programming
33| =~ Software engineering 3 2 - 2 A A A A A A A
34 Q Security Risk management 3 2 2 A A A | A A A Al A
35 ('GJ Computer Ethics 3 3 - I I I I I
36 Eth1§al Hacking and Penetration 3 5 5 E E E | E E E El E E
[Testing
37 Web development security 3 2 2 A A A A A A A A
38 Field Training 3 E E E | E|E E E E|E| E
39 Mobile & Wireless Security 3 2 2 E E E E E E
40 E Software Security 3 2 2 A A | A A A A A| A
41 B Project Management 3 2 2 E E E | E E E E | E
42| = Elective (1) 3 2 2
43 Graduation Project (1) 3 3 - E E E | E E E E | E E
44 Cloud Computing and Security 3 2 2 E E E E E E E
Information Security
45 E management system 3 2 2 E E E E & E E E
46 B Digital Forensics 3 2 2 A A A A
47| N Elective (2) 3 2 2
48 Graduation Project (2) 3 3 - E E E E E E E|E| E E
30— =] | OTsewiy [ 3] 2] J=] [®[ JE[ [ [ [®[ [ [ T [ [ T&%
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Program Intended Learning Outcomes (PILOs)

CH
Course . ST Knowled: d Professional & G 1 &
C H|Distribution owledge an . rofession enera
i L Code Course Title Understanding IatellccttaliSElls practical skills Transferable Skills
L |[E/TLab| A1 | A2 | A3 |B1|B2| B3 B4 | C1 | C2|C3| Cq4 | D1 |\ D2| D3 | D4
50 Reverse Engineering E E E E E E|E]| E
51 Operating System Security 3 2 2 A A A A
Cybersecurity Threats and
52 Attack Analysis 3 2 2 - - - - - &
53 Al in Cybersecurity 3 2 2 A A A A A
Cybersecurity Governance,
54 Policy and Privacy 3 2 2 - - - A - Bla] 4
55 Blockchain Tf:chpologles and 3 5 5 E E E E E E
applications
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Program Learning Outcomes (PILOs):
ILOs Type Program Intended Learning Outcomes (PILOs)
A 1: Demonstrate an understanding of theoretical knowledge and practical concepts, mathematics,
computing and social science fundamentals related to cybersecurity.
A Knowledge and A 2: Explain, discus and express security issues and requirements, software components and application,
Understanding vulnerabilities, threats, attack and risk activities in cybersecurity environment.
A 3: Conscious about security policy and planning, professional ethics, crimes legal and organizational
responsibilities to maintain business continuity.
B 1: Recognize, identify and classify cybersecurity requirements, crimes, threats, vulnerabilities, risks,
networks tools and technologies in cybersecurity practices.
B 2: Analysis and evaluate the impact of computing-based system on society, business and individual,
Cognitive/ computing system security and digital forensics issues based on professional ethics and legal
B Intellectual Skill responsibilities, cybersecurity rules and standards.
nteuecoua Uis
B 3: Propose suitable cybersecurity solutions, plan, policy, technologies, tools and techniques to meet the
society and business continuity needs.
B 4: Design, integrate and test a secure computer and network systems, software components and
applications that meet organization and individual needs.
Practical and C1: Apply and practice theoretical and practical principles of cybersecurity, computing science and
LG IHL L mathematics to detect, defend and maintain a business continuity and secure computing-based system
C Professional assets.
Skills C 2: Use cybersecurity standards, and digital forensics concept, tools and techniques to solve and
investigate a security problem in cybersecurity practices.
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C 3: Employ cybersecurity frameworks, tools, techniques and technologies to implement, operate, manage
and monitor a secure computer and network systems in the presence of threats and risks in different
platforms.

C 4: Test, troubleshoot, and develop a secure computer and networks systems, software components and
applications that meet organization and individual needs.

D 1: Communicate effectively to convince ideas and proposed solutions in different environments.

D 2: Function individually, leader or as a team member to accomplish a common goal based on
General and professional, legal and ethical responsibilities in cybersecurity practices.

Transferable D 3: Use creative thinking, research skills in solving cybersecurity problem to contribute in improve the
Skills enterprise's security and performance.

D 4: Keep up with modern cybersecurity skills, standards, tools and techniques for personal professional
development and life-long self-learning.
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