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The College of Computer Science and Information Technology keeps pace with the growing development
and growth in the field of computing and information technology. This is in line with the needs of rapidly
evolving societies, and aims to bring about a qualitative renaissance in their environment through the use
of technology and its systems to improve society's scientific and research performance. The Department of
Information Technology also works to disseminate scientific and technological knowledge to all students
with impartiality, integrity, and high professionalism, regardless of any considerations. Its goal is to put
students first, and the department's lofty mission is to graduate students who will be a valuable and
effective building block in the local and regional community. Therefore, the department seeks to develop a
master's degree program taught in accordance with the latest and most advanced university teaching

methods, utilizing modern educational methods and tools.

As a result, the need to expand graduate programs has emerged, given the importance of these
specializations and the need of Yemeni society and neighbouring regional communities for specialized
competencies and professional skills in information technology. Therefore, the department seeks to offer a
qualitative and competitive postgraduate program (Master's) in information technology, meeting the

growing needs of the local and regional market.
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University Vision Z\Mh.i‘ L,:SJ .
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To excel in providing high-quality education, pioneering scientific research, and impactful community
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Sana’a University is dedicated to delivering high-quality education, promoting scientific research,
contributing to community development by producing highly qualified graduates according to international
quality standards, addressing the labor market needs, and striving for excellence and competitiveness locally

and regionally.
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Enhancing the University's academic and administrative performance to support the educational
process.
Elevating the quality of the educational process.
Developing a robust framework for scientific research.
Providing opportunities for innovation and creativity that contribute to sustainable development.
Strengthening the University’s partnerships with the community.
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To achieve a leading position locally and excellence regionally in education, research, innovation, and

community impact in the fields of computing and technology.
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Providing distinguished education in the fields of computing and technology to prepare qualified
graduates committed to professional ethics and produce innovative research, within a stimulating
learning environment and effective community partnerships, addressing labor-market needs and

contributing to the achievement of sustainable development and digital transformation.

Aims of the Faculty 48! cilaa)

e 8,06 digall OLMSL dajike Adgo 10150 paimall U8)) Lzl giSillg drsgddl CYlme 3 (£55 palad @S -1
(2901 sl doluiamol) dpescl] (3025 3 g Sl G B 1019 Aol

hghailly Gbusil CSlgig alaiely Boganll plae re dilgio cdue g5 Adonrg dandBT aly yglaly ouasas -2
Jaadl Ggu Olzlizly

JasH 83lyg cglly 8aIlg cmmdly caalailly cdatill @ladll (A5 Bammo dreysT diy pskasy pdss -3

Aol licall doidl 385 (§ s Lor gl 9iSg A el (§ A5 Jgl-g 8,Sn gy gl3| -4

getmall dodg plall Comdly ealatll Hia Loy Bigatall lelaSHl Olladiulg sk -5

(el oy @hanlly ealanll 5305 Aeld duactiznag dapsBT dS|& dalslg sly -6

U2l oe39 daliseall @leladll xSl dad )l A3 a9 ¢ pammsiall updilly 4t @il @ads -7

(235

1. Providing distinguished education in the fields of computing and technology to graduate

qualified professionals committed to professional ethics, capable of competing and innovating
in the labor market, and contributing to sustainable development and digital transformation.

2. Designing and developing distinguished academic and research programs, aligned with quality
and accreditation standards, and responsive to evolving challenges and labor-market needs.

3. Offering and improving a stimulating academic environment that fosters active learning,

teaching, research, innovation, creativity, and entrepreneurship.
4. Producing innovative research and technological solutions in computing and technology that

contribute to sustainable development.

5. Developing and attracting distinguished cadres to enhance education, scientific research, and
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community service.

6. Building and sustaining effective academic and community partnerships that enhance
education, learning, and scientific research.

7. Providing technical consultations, specialized training, and spreading digital culture to

empower various sectors and support digital transformation.
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Providing high-quality education and producing innovative research in the fields of information
technology, with a commitment to professional ethics, through a stimulating environment and effective
community partnerships that meet labor-market needs and contribute to the achievement of sustainable

development and digital transformation.
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1- Providing high-quality education in information technology to equip society with qualified

professionals committed to professional ethics, capable of competing and innovating in the labor

market, and contributing to sustainable development and digital transformation.
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2- Providing and developing high-quality academic and research programs that keep pace with
technological developments in information technology, in line with quality standards and labor-
market needs.

3- Contributing to a stimulating academic environment that supports teaching and learning, fosters
creativity and innovation, and develops students’ research and applied competencies.

4- Producing innovative scientific research in information technology that responds to societal needs
and contributes to effective digital solutions supporting sustainable development.

5- Developing and attracting distinguished academic and research talent, thereby strengthening
excellence in education and research.

6- Building effective academic and community partnerships that enhance teaching and learning,
scientific research, and community service.

7- Providing consultancy and training, and disseminating specialized knowledge in information

technology.
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Preparing qualified professionals in information technology, equipped with advanced knowledge and
skills, committed to professional ethics, and capable of critical thinking to deliver advanced technical
and research solutions that meet national and regional labor-market needs, through a stimulating

environment and active community service.
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1- Preparing qualified professionals in information technology, well-equipped with research and
professional competences, committed to professional ethics, capable of creativity and
competition, and able to deliver advanced solutions that meet national and regional needs.

2- Equipping students with advanced knowledge and skills in information technology through a
stimulating environment, and developing their capacities in scientific research, critical thinking,
teamwork, and initiative.

3- Producing specialized scientific research linked to societal challenges and the requirements of
the local and regional labor market.

4- Providing effective community service that addresses the specific needs of national and regional

contexts.

Program Benchmarks g=abi_al) <l e

Slia graliyl b b alal) anidl) a5l 3Le )
alal) Gl 5 addail) g A 5l 3 5) 55 e 8 paliall Aadai¥) 5 ]
(0)b) dnb sl paaddll julxa
Aallad) 5 Aaadal) slaic V) Cilingd Ama jall Hulall
&L (el eland g axe /aali yull drpda cile L) aae f3adiaall cile Ll aae /Aa 50l ewa) LAY Cladal) 8 AlLed) sl al)

B WL

rAlilaal) dura pall ) slamd

= Master of Information Technology, Virginia Tech, USA
https://www.vt.edu/academics/graduate-school.html

=  Master in Information Technology, Batangas State University, Philippines
https://batstateu.edu.ph/programs/informatics-and-computing-sciences/

=  Master in Computer Information, The University of Jordan, Jordan
https://computer.ju.edu.jo/Lists/OurPrograms/School Postgraduate.aspx

= Open University Malaysia, Faculty of Technology & Applied Sciences, Master's degrees in
Computer Science & IT
https://www.mastersportal.com/search/master/computer-science-it

= King Suad University, College of Computer and Information sciences, Master of science in IT,
Information Technology, KSA.
https://ccis.ksu.edu.sa/en/it
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Demonstrate an in-depth knowledge of the foundational theories, key concepts, tools, and
methodologies pertinent to Information Technology.

Intellectual Skills (B)  4xia ) i jlgal) Jlaa 1Ll
O e \)J\EGM\ U)Sgu}ncmcab).d\w;‘-@iﬁ\)”m
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Analyze and evaluate complex and advanced computing problems, leverage computing tools and
techniques to develop innovative solutions.
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Propose creative computing-based solutions combining diverse perspectives, including networking,
data and project management, cybersecurity, and IoT and edge computing, to ensure sustainability
and digital transformation.

Professional and Practical Skills (C) 3#6-4\3 Z\z‘-‘ﬂ"—“ ) gl Jlaa
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Creatively design, integrate, develop, and deploy secure computing-based solutions to meet
business requirements in the context of the program’s discipline.
o glaall Ui sl 533, Alaial) ) 5 Adin ) ol gmdl) o] a5 o dalal) o gadl £ ,a) | -C2
Conduct scientific research to overcome and fill the gaps of the current state of the art
related to Information Technology.
General Skills (D) Aalad) &) jlgeal) Jlava slayl
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Communicate verbally and in writing to perform tasks proficiently in various roles to fulfill high
standard projects and research requirements.
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Demonstrate a strong commitment to ethical conduct and regularity compliance with the best
practices to achieve academic and professional responsibilities while actively engaging in
continuous professional development.
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Total C.H Tut. Pr. Th.
3 1 2 Programming Language 1
3 1 2 Data Structures and Algorithms 2
3 1 2 Principles of Databases 3
3 1 2 Principles of Computer Networks 4
3 1 2 Operating Systems 5
3 1 2 Network Management and Protocols 6
3 1 2 IT Project Management 7
3 1 2 Information Security 8
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Requisites Juiall o Tut. Pr. Th. NO.
42 14 3 3 Advanced Data 1
Management
42 14 3 Selected Topics in
3 : 2
Networking
42 14 3 3 Emerging Topics in IT | 3
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42 14 3 3 Research 4
Methodology
42 14 3 3 Selected Topics in 6
Cybersecurity
42 14 3 3 IoT Technology and -
Applications
42 14 3 3 Edge and Cloud 3
Computing
42 14 3 3 Software Development | 9
336 112 24 24 Saddinal) Cloludl (Alaa)
Ay LIAY) &) ) jial) G
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o . Tl ) |+ s e [ .
Pre- Badiaal) || 7 J:u ‘{f“ﬁ‘ /ﬁ“ Alee | A 85 | Codes Course Title
Requisites JAall é’- : Tut. Pr. | Th. | NO
42 14 3 3 IT Management Elective 1 1
42 14 3 3 IT Auditing 2
42 14 3 Technology
3 Innovation and 3
Strategy Elective 2
42 14 3 3 Seminar 4
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A master's thesis is one of the main requirements for obtaining a master's degree in information
technology, consisting of 6 credit hours. Students are permitted to register for the master's thesis after
successfully completing all courses and achieving a minimum overall GPA of 75%.
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Intended Learning Outcomes Mapping (Curriculum Map)

Program ILOS@UJQM ‘L‘\AJM @ jial)
D2 D1 C2 C1 B2 B1 Al Courses
\/ \/ \/ \/ \/ \/ Advanced Data
Management
\/ \/ \/ \/ \/ \/ \/ Selected Topics in
Networking
\/ \/ \/ \/ \/ \/ \/ Emerging Topics in IT
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Software Development

Program ILOSG'-"U)J‘ Q\AJM iy ial)
D2 D1 C2 C1 B2 Bl Al Courses
\/ \/ \/ \/ \/ Research Methodology
\/ \/ \/ \/ \/ \/ Elective (1)
\/ \/ \/ \/ \/ \/ Selected Topics in
Cybersecurity
\/ \/ \/ \/ \/ \/ \/ IoT Technology and
Applications
\/ \/ \/ \/ \/ \/ \/ Edge and Cloud
Computing
I I I v~
A v

Elective (2)

Teaching Strategy
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These are interactive lectures weekly conducted in the class and supported 1
with variety of teaching formats including, lectures and multimedia Lectures/Interactive
presentations, use of whiteboard and solved examples, and class discussions, Lectures
in which concepts, approaches, and case studies are presented, explored, and
shown students what they need to know.
[Mlustrations performing an activity so that learners can observe how it is 2
done' in F)rder to help prepare learner. to transfer theory to pract.lcal Ilustrations
application. Moreover, this strategy involves the teacher showing
learners how to do something
Assigned project is given to student and he must give a seminar to present Seminar/ 3
his project. Project/Presentation
Discussions are carried out about some aspects. related to the subject. It 4
involves a large or small group activity that encourages students to focus
on a topic and contribute to the free flow of ideas. The teacher may . .

. . . . . . Discussions

begin a brainstorming session by posing a question or a problem, or by
introducing a topic. Students then express possible answers, relevant
words and ideas
Students ar'e encouraged to 1'1ndertake independent study to both supplement Directed self- study 5
and consolidate what are being learned.
This allows students to become more active in their learning as they work 6
out which information they need to find out how to solve a particular Problem Solving
problem.
It is a process for generating multiple ideas/options in which judgment is Brainstorming 7
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suspended until a maximum number of ideas has been generated. It is a
common teaching approach that is often used by organizing a meeting of
a group of students in a round circle, so that students combined focus
their thinking on solving a problem in creative ways, and this strategy is
usually followed in educational meetings and work sessions to stimulate
students, their thinking and discussion.

Assessment Strategy i) Sl i)
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Mid. term & Final exams for each course is required for all 1

courses except Graduation Projects. These exams will
evaluate the extent in which the student understanding of
theoretical and applied subjects

Written Examinations

Home works and assignments will evaluate students according to 2
their ability to explain and illustrate the assignments they are Assignments
given.
Oral exams is useful to evaluate the extent of understanding the 3
. . Oral exams
different subjects of the course.
Quizzes asses' student ability to follow the lecturer during the Qui 4
uizzes
study course.
Assessing students to their ability to write theoretical 5
and lab reports as well as the understanding of Writing Technical/Project
organizing the reports. The practical lab sessions are Report
required for some courses.
Coursework Activities is one of the assessment methods by . 6
. Coursework Activities
which it can evaluate students.
Is an assessment of the ability to organize and the way of . 7
. Presentations
presentation.
Seminar 8
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:Study Plan zZeabi sl 4! jal) ddadl)
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First Semester s Juadl)
ciladlaial) Credit Hours 53aiall &ileLud) 0
41y [Oa | Al 2l o
Pre- Total goow e | B code Course Title
Requested C.H. Tut. Pr. Th. No
3 3 NRETIRER Advanced Data 1
Management
3 3 okt e s Selected Topics in
Sl 25 lid ) . 2
- (2O Bl Networking
3 3 Lo o 9385 8 405U puial ga Emerging Topics 3
s glaalt in IT
3 3 fiay galia Research 4
Methodology
3 3 (1) g 88 Elective (1) | 5
15 15 Total Credit Hours 8:aizal) ciloludl Jaa)
Second Semester BN Juadl
clatlaial) Credit Hours 5aial) &ilsLud) A
L) o s | o SR
Pre- Total e e g A Code / Course Title
Requested C.H. Tut. Pr. Th. No
3 3 O B Bl ) ga Selected Topics in 1
(Al o) Cybersecurity
3 3 £ LEN) il i) Auiss IoT Technology )
ik and Applications
3 3 Aot g dud ) dal) Edge and Cloud 3
Computing
3 3 il ks Software 4
Development
3 3 (2) g =) Elective (2) 5
15 15 Total Credit Hours 5aial) clelud) Alaa)
daaiaall cile Ll S8l ey JJM‘ ?M\
Credit Hours Code / No Course Title
6 — dalall Al
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Admission Requirements for the Program @‘uﬁs‘ « Jgadll Ja gy Jeallaia
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In addition to the requirements stipulated in the university's Graduate Studies and Scientific Research
Regulations, which must be met, a student is awarded a master’s degree if they successfully complete
36 credit hours according to the following conditions and requirements:

1. The student must successfully complete 30 credit hours, consisting of ten courses.

2. The student is considered to have passed the course if they obtain at least 65% of the total course
grade.

3. The student must obtain a cumulative GPA of at least 75% to be able to register for the research
thesis.

4. The master's thesis must be successfully completed and defended, with a total of 6 credit hours.

5. At least one research paper must be published in a peer-reviewed journal as part of the master's
thesis.
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Resource and equipment’s needed for Program Implementations
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Program evaluation and improvement At g geali jul) g 585

Aiml) pagiil) 43y b ddagriiual) 4l
Sample Assessment method Targeted
All candidates Interviews questionnaires Final Year Students
. Interviews tionnaires an
All candidates questionnalres a d Graduates
meetings
As many as possible Survey questionnaires Employers
Experts from CAQA, .
.. . Council of Accreditation and Quality Assurance
ministry of higher Reports (CAQA)
education

:&AL\L)*S\Q‘J_)EA‘_LA\!

e )l Caall

1 Advanced Data This course provides an in-depth exploration of advanced concepts,
Management techniques, and tools for managing, processing, and analyzing large-
scale, complex, and heterogeneous data. It builds on foundational
database and information management knowledge, equipping students
with the skills necessary to design efficient data systems, ensure data
quality, and support modern applications such as big data analytics,
cloud-based systems, and Al-driven decision making. Students will
critically engage with cutting-edge research and technologies in data
management while applying theoretical principles to real-world case
studies. Emphasis is placed on scalability, security, integration, and
governance in contemporary data ecosystems, preparing students for
both academic research and professional practice in data-intensive

fields.
2 Selected Topics in The goal of this course is to expose students to recent topics in wired
Networking and wireless networks, with a focus on the architectural and protocol

aspects underlying the design and operation of such networks. It
includes a broad range of topics such as routing protocols, quality-of-
service, traffic control, flow control, protocols for both wired and
wireless, ad hoc networks, sensor networks, next-generation networks,
data centers, network security, etc. They will also use simulations to

evaluate the performance of various design concepts.
3 | Emerging Topics in IT | This course explores current and rapidly evolving areas in Information
Technology (IT), providing students with advanced insights into
cutting-edge innovations that shape the future of computing, data, and
digital society. Unlike traditional IT courses, this subject focuses on
emerging paradigms, disruptive technologies, and future-oriented
practices that influence research, industry, and policy. The course
emphasizes critical analysis of trends, practical experimentation with
selected technologies, and discussion of their societal, ethical, and
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organizational implications. Students will engage with case studies,
research papers, and hands-on projects to understand how emerging IT
domains transform business models, scientific inquiry, and everyday
life.
4 | Research Methodology | The Research Methodology course is intended to introduce the students
to the fundamentals of methodologies and methods of academic
research. students will examine the major components of a research
framework and be effectively exposed to them, namely problem
definition, research design, data collection, ethical research concerns,
report writing, and submission. In particular, the course focuses on
developing students’ skills in writing research proposals, reports,
dissertations, and choosing appropriate methodologies for different
types of study. At the end of the course, Students should become
competent in planning, conducting, evaluating, and presenting a
research project.
5 Selected Topics in The purpose of this course is to provide students with an overview of
Cybersecurity Cybersecurity and some cutting-edge topics. Topics as Cybersecurity
methodologies, standards, threats, and vulnerabilities, security models,
software security and digital forensics, risk management and policy
development, social media and intrusion detection, Industrial control
systems, Cybersecurity legal frameworks and Cybersecurity
automation will be introduced. Further emphasis will be placed on
technologies that help to prevent, detect, and respond to cybersecurity
incidents. Students will be asked to search for new technologies in
cyber security as IoT and blockchain, among many others.
6 IoT Technology and This course provides a comprehensive exploration of the technologies,
Applications architectures, and applications of the Internet of Things (IoT). It covers
both the theoretical foundations and practical implementation of IoT
systems, emphasizing the integration of sensors, communication
protocols, data processing, and intelligent decision-making in diverse
domains such as healthcare, smart cities, industry, and environmental
monitoring. Students will gain hands-on experience with IoT
platforms, cloud-based services, and edge computing frameworks. The
course also highlights issues of scalability, interoperability, security,
and privacy, enabling students to design and evaluate [oT solutions that
address real-world challenges.
7 Edge and Cloud This course explores the theories, architectures, technologies, and
Computing applications of edge and cloud computing as the backbone of modern
distributed systems. It provides a comprehensive understanding of how
large-scale computing infrastructures are designed and deployed to
support data-intensive and latency-sensitive applications such as IoT,
Al 5G/6G, and real-time analytics. Students will learn to critically
evaluate cloud service models, design scalable and fault-tolerant
systems, and integrate edge devices with cloud platforms for optimized
performance. The course emphasizes not only technical foundations
but also challenges in security, resource management, sustainability,
and compliance. Through case studies and hands-on projects, students
will acquire advanced skills to architect, manage, and innovate in edge-
cloud ecosystems for both academic and industrial applications.
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8 | Software Development | This course offers a comprehensive study of advanced principles,
methodologies, and practices in software development. It is designed
for graduate students who seek to deepen their expertise in designing,
building, and maintaining high-quality, scalable, and secure software
systems. Emphasis is placed on modern development paradigms,
software architecture, agile practices, DevOps, testing strategies, and
emerging technologies. The course integrates both theoretical
foundations and hands-on practice through real-world projects, case
studies, and collaborative development. Students will critically
evaluate development processes, tools, and frameworks, while
acquiring the ability to architect complex systems that meet evolving
user and business requirements.

9 | Technology Innovation | This course examines the strategic role of technology and innovation in
and Strategy shaping competitive advantage, organizational transformation, and
long-term sustainability. It provides a multidisciplinary perspective
that integrates theories of innovation management, strategic decision-
making, entrepreneurship, and emerging technologies. Students will
explore how organizations identify opportunities, design and
implement innovation strategies, and adapt to disruptive technological
changes in global markets. Through case studies, simulations, and
applied projects, students will critically analyze real-world examples of
successful and failed innovations. The course emphasizes both
analytical frameworks and practical tools for developing innovation
strategies that align with organizational goals, industry dynamics, and
societal needs.

10 IT Auditing This course provides graduate-level students with a comprehensive
understanding of the theories, practices, and methodologies of
Information Technology (IT) auditing in modern organizations. It
focuses on the evaluation of IT systems, controls, and processes to
ensure confidentiality, integrity, availability, and compliance with
standards and regulations. Students will explore frameworks, tools, and
best practices used to assess IT risks, audit information systems, and
assure governance, security, and operational efficiency. The course
balances conceptual foundations with practical applications, preparing
students to critically analyze IT infrastructures, identify vulnerabilities,
design audit programs, and recommend improvements. Emphasis will
be placed on the integration of IT auditing with enterprise risk
management, cybersecurity, and regulatory compliance.

11 IT Management This course offers a comprehensive exploration of advanced concepts,
strategies, and practices in Information Technology (IT) management,
emphasizing the role of IT as a strategic enabler of organizational
performance and innovation. It equips students with the theoretical
frameworks and practical tools required to design, implement, and
manage IT systems that align with business goals in dynamic and
competitive environments. Students will develop expertise in IT
governance, digital transformation, enterprise systems, and emerging
technologies. Special focus is placed on the integration of IT strategy
with organizational objectives, the management of IT resources, and
the evaluation of IT’s impact on innovation, competitiveness, and
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sustainability. Case studies, research insights, and practical
applications prepare students for leadership roles in IT management
across diverse industries.

12

Seminar

This seminar provides a platform for graduate students to critically
engage with contemporary research, debates, and methodologies in
[discipline/field]. The course emphasizes scholarly discussion, critical
reading, academic writing, and presentation skills. Students will
explore recent advancements, examine seminal works, and evaluate
ongoing challenges in the field. The seminar fosters independent
thinking, intellectual exchange, and the ability to situate research
within broader theoretical, practical, and interdisciplinary contexts.
Through weekly readings, student-led discussions, and research
presentations, participants will deepen their subject knowledge, refine
their analytical skills, and prepare for thesis work, academic
publishing, or professional research practice.
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Appendix 1: Academic Content Standards of the Accreditation Commission: snlaall
Alaisy) digd ¢ giaall duasalsyy

III. GENERAL CRITERIA FOR MASTER’S
LEVEL PROGRAMS

General Criteria for Stand-Alone Master’s
Programs

Criterion MS1. Students Student performance and
progress toward completion of programs of study must be
monitored and evaluated. The program must have and
enforce policies and procedures to ensure that a program of
study with specific educational goals is developed for each
student. The program must document and enforce
procedures to ensure that students who graduate meet all
graduation requirements.

Criterion MS2. Program Educational Objectives The
program must have published program educational

objectives that are consistent with the mission of the A B E T
institution, the needs of the program’s various
constituencies, and these criteria. There must be a Computing Accreditation: Commission

documented, systematically utilized, and effective process,
involving program constituencies, for the periodic review
of these program educational objectives that ensures they
remain consistent with the institutional mission, the CRITERIA FOR ACCREDITING

program’s constituents’ needs, and these criteria. COMPUTING PROGRAMS

Criterion MS3. Student Outcomes The program MUSt  Effective for Reviews during the 2025-2026 Accreditation Cycle
have documented and publicly stated student outcomes that | ., ates all changes approved by the ABET Board of Delegates
enable graduates to attain a mastery of a specific field of S S
study or area of professional practice consistent with the

program’s discipline. These outcomes must include (1)

through (5) below and any outcomes required by

applicable Program Criteria. The program may define

additional outcomes.

Graduates of the program will have an ability to:
1. analyze a complex problem and apply

principles of computing and other relevant
disciplines to elaborate solutions to it,

2. design, implement, and evaluate a computing-
based solution to meet a given set of
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requirements in the context of the program’s
discipline,
3. communicate effectively in a variety of
professional contexts,
4. recognize professional responsibilities and make informed judgments in computing practice
based on legal and ethical principles, and
5. function effectively as a member and leader of a team engaged in activities appropriate to the
program’s discipline.
Criterion MS4. Continuous Improvement The program must regularly use appropriate, documented
processes for assessing and evaluating the extent to which the student outcomes are being attained. The
results of these evaluations must be systematically utilized as input for the program’s continuous
improvement actions. Other available information may also be used to assist in the continuous
improvement of the program.

Criterion MS5. Curriculum The program curriculum must provide adequate content for each element of
the curriculum, consistent with the student outcomes and program educational objectives, to ensure that
students are prepared to enter the profession. The curriculum must include:

1. a minimum of 30 semester credit hours (or equivalent) beyond the baccalaureate level,
2. topics in a specific field of study or area of professional practice consistent with the program name
and at a level beyond baccalaureate-level programs, and
3. aproject or research activity resulting in a set of deliverables that demonstrates both the mastery of
the subject matter and a high level of communication skills.
Additionally, graduates of the program must have completed a set of educational and professional
experiences of at least 30 semester credit hours (or equivalent) that includes mathematics appropriate to
the discipline as well as up-to-date coverage of fundamental and advanced computing topics that provide
both breadth and depth. The documented experiences must include computing topics covering:
1. techniques, skills, and tools necessary for computing practice,
2. principles and practices of privacy and security in computing, and
3. local and global impacts of computing solutions on individuals, organizations, and society.

Each student’s overall program of post-secondary educational and professional experience must satisfy the
curricular components of the Program Criteria relevant to the master’s level program name.

Criterion MS6. Faculty Each faculty member teaching in the program must have competency and
currency within the program’s discipline consistent with the contributions to the program expected from
the faculty member. The competency of faculty members must be demonstrated by such factors as
education, professional credentials and certifications, professional experience, ongoing professional
development, contributions to the discipline, teaching effectiveness, and communication skills.
Collectively, the faculty must have the breadth and depth to cover all curricular areas of the program.

The faculty serving in the program must be of sufficient number to maintain continuity, stability,
oversight, student interaction, and advising. The faculty must have sufficient responsibility and authority
to improve the program through definition and revision of program educational objectives and student
outcomes as well as through the implementation of a program of study that fosters the attainment of
student outcomes. Faculty teaching graduate-level courses must have appropriate educational
qualifications by education or experience.
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Criterion MS7. Facilities Classrooms, offices, laboratories, and associated equipment must be adequate
to support attainment of the student outcomes and to provide an atmosphere conducive to learning.
Modern tools, equipment, computing resources, and laboratories appropriate to the program must be
available and systematically maintained and upgraded to enable students to attain the student outcomes
and to support program needs. Students must be provided appropriate guidance regarding the use of the
tools, equipment, computing resources, and laboratories available to the program. The library services and
the computing and information infrastructure must be adequate to support the scholarly and professional
activities of the students and faculty.

Criterion MSS. Institutional Support Institutional support, resources, and leadership must be sufficient to:

a) ensure the quality and continuity of the program;

b) attract, retain, and provide for the continued professional development of a qualified faculty;

c) acquire, maintain, and operate infrastructures, facilities and equipment appropriate for the
program; and

d) create and foster a respectful environment among the program’s students, faculty, staff, and
administrators such that the student outcomes can be attained. Resources include institutional
services and policies, financial support, and administrative and technical staff.

General Criteria for Integrated Baccalaureate-Master’s Programs

Criterion MI1. Students Student performance must be evaluated. Student progress must be monitored to
foster success in attaining student outcomes, thereby enabling graduates to attain program educational
objectives. Students must be advised regarding curriculum and career matters. The program must have and
enforce policies for accepting both new and transfer students, awarding appropriate academic credit for
courses taken at other institutions, and awarding appropriate academic credit for work in lieu of courses
taken at the institution. The program must have and enforce procedures to ensure and document that
students who graduate meet all graduation requirements. The program must have and enforce policies and
procedures to ensure that an individual program of study with specific educational goals is developed for
each student as part of the master’s level component of the program.

Criterion MI2. Program Educational Objectives The program must have published program educational
objectives that are consistent with the mission of the institution, the needs of the program’s various
constituencies, and these criteria. There must be a documented, systematically utilized, and effective
process, involving program constituencies, for the periodic review of these program educational objectives
that ensures they remain consistent with the institutional mission, the program’s constituents’ needs, and
these criteria.

Criterion MI3. Student Outcomes The baccalaureate-level component of the program must support
student outcomes specified in Criterion 3 of the General Criteria for Baccalaureate Level Computing
Programs and any outcomes required by applicable baccalaureate Program Criteria appropriate to the
program’s discipline. In addition, the program must have outcomes for the master’s level component that
prepare graduates to attain a mastery of a specific field of study or area of professional practice consistent
with the program name.

Criterion MI4. Continuous Improvement The baccalaureate-level component of the program must
support the process of continuous improvement as prescribed in Criterion 4 of the General Criteria for
Baccalaureate Level Computing Programs. The master’s level component of the program must have a
documented and operational process for assessing, maintaining and enhancing the quality of the program.
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Criterion MIS. Curriculum The program’s requirements must be consistent with its program educational
objectives and designed in such a way that each of the student outcomes can be attained. The
baccalaureate-level curriculum component of the program must be consistent with the requirements of
Criterion 5 of the General Criteria for Baccalaureate Level Computing Programs and any curriculum
required by applicable baccalaureate Program Criteria appropriate to the program’s discipline. The
curriculum must also include:

1. aminimum of 30 semester credit hours (or equivalent) beyond the baccalaureate level,

2. a limited number of credit hours may be shared between the baccalaureate and master’s programs

but must be credit hours allowable in the master’s level curriculum, and
3. topics in a specific field of study or area of professional practice consistent with the program name
and at a level beyond the baccalaureate level.

Criterion MI6. Faculty Each faculty member teaching in the program must have competency and
currency within the program’s discipline consistent with the contributions to the program expected from
the faculty member. The competency of faculty members must be demonstrated by such factors as
education, professional credentials and certifications, professional experience, ongoing professional
development, contributions to the discipline, teaching effectiveness, and communication skills.
Collectively, the faculty must have the breadth and depth to cover all curricular areas of the program. The
faculty serving in the program must be of sufficient number to maintain continuity, stability, oversight,
student interaction, and advising. The faculty must have sufficient responsibility and authority to improve
the program through definition and revision of program educational objectives and student outcomes as
well as through the implementation of a program of study that fosters the attainment of student outcomes.
In addition, faculty teaching graduate level courses must have appropriate educational qualifications by
education or experience.

Criterion MI7. Facilities Classrooms, offices, laboratories, modern tools, computing resources, and
associated equipment must be safely and systematically maintained and upgraded, and must be adequate
to support attainment of the student outcomes, provide an atmosphere conducive to learning, and to
support program needs. Students must be provided guidance on the appropriate and safe use of the tools,
equipment, computing resources, laboratories, and other resources available to them. The library services
and the computing and information infrastructure must be adequate to support the scholarly and
professional activities of the students and faculty.

Criterion MIS8. Institutional Support Institutional support, resources, and leadership must be sufficient to:
a) ensure the quality and continuity of the program; b) attract, retain, and provide for the continued
professional development of a qualified faculty; c) acquire, maintain, and operate infrastructures, facilities
and equipment appropriate for the program; and d) create and foster a respectful environment among the
program’s students, faculty, staff, and administrators such that the student outcomes can be attained.
Resources include institutional services and policies, financial support, and administrative and technical
staff.
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Appendix 2: Survey of Similar Accredited Programs at National and International
Universities (Benchmarks)
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Appendix 3: Survey of PILOs for Similar Accredited Programs at National and
International Universities

.. . Accreditation
Current Similar Accredited Programs .
Program Bodies
PILOs | Thel* | The2 | The3 | Thed® | cop oo -
Program| Program |Program| Program
Al,2;

Al PILO1 B10,11 PILO4 | PILO1,4 Al, 2 SO 4

B1 PILO2 B8 PILO1,7| PILO1,2 | Valuel, B.Skilll SO 1

B2 PILO2 B9; C3, PILO2 |PILO1,2,5 Skill2; B1 SO 2

Valuel

C1 PILO4 | B2,3;C2 | PILOG6 PILO2 Skill2 C1 SO1

C2 PILO1 C4,5,6 PILOG6 PILO4 Skill3 C2 SO 2

C3 PILO1 | A4; B7; C1| PILO7 | PILO3,5 | Skill1 C3 SO 4

D1 PILO3 B1 PILO3,5| PILO3 Skill 3 |D1,2,3 SO 3,S05

D2 | PILOI | A3;B3;Cl| PILO4 | PILO4S5 | ‘i | D456 SO 4

King Saud University
program's Outcomes

A. Knowledge and Understanding:
The graduate student at this level will have:
+ In depth and specialized body of knowledge and understanding covering theories, principles,
and concepts in main areas of a discipline, profession, or field of work
« Advanced knowledge and understanding of recent developments in one or more disciplines,
areas of practice, or professions.

B. Skills:
The graduate student at this level will have a range of advanced and specialized cognitive and
communication skills to:

« Analyze a problem, identify requirements and design appropriate IT solution, and provide
appropriate justification for the solutions and design

+ Evaluate and explain findings of the developed systems/solutions.

% Communicate effectively in oral and in writing to both technical and general audiences.

C. Values, Autonomy and Responsibility

+ Recognize the importance of standards of academic and professional integrity.

% Effectively collaborate and participate in research or professional projects or groups, undertake
leadership roles, and take high responsibility of the work.
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Appendix 4: Survey of Number of Courses and Credit Hours of Similar Programs
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el CEL o] 36 | 10 33 | 11 |30 | 1033 | 8|3 |03 |10
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. No. of] No. of No. of] No. of] No. of No. of No. of|
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Compulsor 0 0 _ _ _ _ _ _ _ _ _ e .
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Requiremen Electives 0 0 == == == == == == == == == = |||[==| ==
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Compulsor 0 0 _ _ _ _ _ _ _ _ _ .
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o
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[\
C"““;“s‘" 24| 8| 12| 4 30|10 15] 5|21 7155 ]|~
66.67 36.36| 36.36| 100 | 100 || 45.45| 62.5 44.12 -
Percentage % 80% o, o o, o, o, o, 70% | 70% % 50% o -%
Electives 6 2 21 7 0 0 9 3 9 3 15 5 |[--| --
16.67| 5.56 | 63.64 | 63.63 27.27| 37.5 44.12 -
P t o o o o ) __0
ercentage| % % % 0% | 0% % % 30% | 30% % 50% Y %o
Graduatio
n
Project/Th 6 1 - - 6 1 9 1 10 1 4 1 -] --
Program esis
Requiremen 16.67 27.27| 12.5] 33.33 17.76 -
ts Percentage % 10%| —-% | —-% (20% | 10% % % % 10% % 10% o -%
Summer
Training - - - - - - - o -l
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(|
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Training B - - - B - B - -
Percentage| -—-% | -% | -% | % || -% | -% | —-% | --% ;} -%
Practical
Skills - - o - - - - o -l
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Sana'a Batangas The Open King Suad
University . . Virginia Tech State University of| University g* Average
University . . . Univ.
University Jordan Malaysia
Percentage| -—-% | =% || =% | % || -% | =% || —-% | =% ;; -%
9
H
CHs/Coursl 36 | 11| 33 | 11 |36 (11| 0o [ 0] 0o | 0] 0|0
Total Percentage 100 | 100 | 100 | 100 | 100 | 100 100 | 100 100 | 100| 100 | 100
Y% | Y% | % | Y | % | %] % | % | % | % | % | %
Other Courses 0 0 0 0 0 0 0 0 0 0 0 0 (--| --
36 | 10 | 33 | 11 | 30 | 10 | 33 | 8 30 [ 10 || 34 | 10
Total 100 | 100 | 100 | 100 | 100 | 100 100 | 100 | 100 | 100 100 | 100
Yo | % | % | o | % | %] Y | % | Y% | %| % | %
Appendix 5: Comparison of Program Courses and Similar Programs Courses
Current Program 1t Program 2" Program 34 Program 4" Program 5th Program
Course ICourse Course Course| Course Course Course Course
#| Course |Hours| Course |Hours| Course |[Hours|Course| Hours Name Hours Name Hours
Name |[C Name C Name C Name |C C C
HLTP HLTP Hl_ HLTP HLTP HLT P
Advanced
(o Data il g ive [303] | Data Mining 3 | | PAtabases |5 Elective |3 |3 Elective |3[3
Managem System
ent
rISele,Cted Advanced
opicCS In . Operating q .
2 Networki Elective |33 Systems and 3 3 - Elective | 3 |3 Elective (3|3
ng Networking
Emerglng Methodology
3 | Topics in Elective Elective3|3| | |Tgormatiol 3 |3 Elective |3(3
IT Development
Research Research Research
4 Methodol fethodol 3|3 el
ogy gies
5 Elﬁz(it)lVe Elective |33 Elective|3|3 Elective |3 |3 Elective |3|3
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.. Information
6 Topics in Elective |33 hﬁgvszléc?'i 3 3 | |Elective|3 |3 Security |3 |3
Cybersec urity Management
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Edge and Advanced
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Bagal) Cladag okl S e FRARS il



Republic of Yemen
Ministry of Higher Education & Scientific Research

A Sl Ay ggand)
el Gl ) el 505

Sana’a University

slaia daala

Current Program 1% Program 2" Program 3" Program 4™ Program 5t Program
(Course| (Course| Course| Course| Course Course Course Course
# Course |Hours| Course |Hours| Course |Hours|Course| Hours Name Hours Name Hours
Name C Name C Name C Name |C C C
HLTP I_ILTP Hl_ﬁ‘ I_ILTP HLTP HLT P
g
Advanced
Software Software Systems Software Software
9 | Develop Eneineering | 3 P| | [Design and| 3 Bl | ingineer|3|3| | |Quality and| 3 (3 Elective |33
ment g g mplementat ng Metrics
on
10 Ele(%t)we Elective |3} Flectiviz g Elective |3 B Elective |33
11| Thesis |6 Thesis | 6 Thesis |9 Thesis |10 Thesis |4
CHs Total (36 33 36 B3 40 B4

Note: C H: Credit Hours; L: Lecture; T: Tutorial; P: Lab Session.

Appendix 6: Program Intended Learning Outcomes (PILOs)
I = Introduced; P=Practiced; M/A=Mastered/Advanced

Chomie Program Intended Learning
No. Code Course Title Outcomes (PILOs)

Al | Bl |B2|C1|C2|C3|D1|D2
1 Advanced Data Management \/ \/ \/ \/ \/ \/
2 Selected Topics in Networking NTA ATV Y N
3 Emerging Topics in IT NN TN A N
4 Research Methodology NEY N N
5 Elective (1) N | A N A N
6 Selected Topics in Cybersecurity \/ \/ \/ \/ \/ \/
7 IoT Technology and Applications NIV N A A N
8 Edge and Cloud Computing NN TN A N
9 Software Development \/ \/ \/ \/ \/ \/ \/
10 Elective (2) N | A N N
e AR R AR KA

Program Intended Learning Outcomes (PILOs)

Upon successful completion of the graduate Information Technology Program, the graduates
will be able to:

Al. Demonstrate an in-depth knowledge of the foundational theories, key concepts, tools, and
methodologies pertinent to Information Technology.

B1. Analyze and evaluate complex and advanced computing problems, leverage computing tools and
techniques to develop innovative solutions.

B2. Propose creative computing-based solutions combining diverse perspectives, including networking,
data and project management, cybersecurity, and IoT and edge computing, to ensure sustainability and
digital transformation.
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C1. Creatively design, integrate, develop, and deploy secure computing-based solutions to meet

business requirements in the context of the program’s discipline.
C2. Conduct scientific research to overcome and fill the gaps of the current state of the art

related to Information Technology.

D1. Communicate verbally and in writing to perform tasks proficiently in various roles to fulfill high
standard projects and research requirements.

D2. Demonstrate a strong commitment to ethical conduct and regularity compliance with the best
practices to achieve academic and professional responsibilities while actively engaging in continuous

professional development.

Appendix 7: Alignment of Department Mission and Program Mission

artment M| u;::gt“ﬁm Dy Page | el | (g g
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Appendix 8: Alignment of Pro

ram Graduate Attributes and Program Objectives

ttribute
Objective Attribl | Attrib2 | Attrib3 |Attrib4|Attrib5|Attrib6|Attrib7
PObj1 v v v v
PObj2 v v v v v v v
PObj3 v v v
PObj4 v v v
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Appendix 9: Alignment of Program Graduate Attributes and Program Intended
Learning Qutcomes

AUTIbULe |\ tirib1| Attrib2| Attrib3| Attrib| Attrib3| Attrib6| Attrib7
Al v MRS N A . A .4
Bl Y Y 7
B2 v Y Y ’ 7
C1 7 v v v v v
C2 % AN LA LA S 4
DI M R A A 4
D2 v v v v v v

Appendix 10: Graduate Attributes:

Graduate Attributes:

Upon successful completion of Master of Information Technology Program, graduates will be able to:
Attribl. Deep and comprehensive knowledgeable:

¢ Graduates have deep knowledge and comprehensive understanding of Information
Technology theories, facts, tools, techniques, methodologies, and infrastructures.

Attrib2. Creative and critical thinker:

e Graduates will be able to creative thinking, analyze and evaluate the effectiveness
of information technology strategies and solutions from various software and
hardware perspective.

Attrib3. Complex system Developer and advanced problem Solver:
e Graduates have capabilities to develop complex information technology systems.

¢ Graduates have advanced skills to identify and resolve complicated technological
1ssues, troubleshoot incidents, and choose effective countermeasures.

Attrib4. Project Manager and Collaborator:
e Graduates have professional IT project management skills and abilities.
e Graduates can able to work effectively individually or within a team work to
achieve shared tasks.
e Graduates have the ability to clearly communicate with others via various means.

AttribS. Professional and Responsible:

e Graduates will adhere to professional responsibilities and ethical conduct, act with
integrity, and take of their actions and decisions to improve organization
performance.

Attrib6. Researcher:

e Graduates will possess research skills to explore information technology emerging

trends and challenges through independent study or research.

Attrib7. Self-learner:
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Graduate Attributes:

e Graduates will be adhering to develop their knowledge and skills through self-study,
professional development, and engagement with the information technology
community.

Appendix 11: Program Intended Learning Outcomes (PILOs)

1.

Program Intended Learning Outcomes (PILOs):

A. Knowledge and Understanding:

Upon successful completion of the graduate Information Technology Program, the graduates will
be able to:
Al. Demonstrate an in-depth knowledge of the foundational theories, key concepts, tools, and
methodologies pertinent to Information Technology.

A. Cognitive/ Intellectual Skills:
Upon successful completion of the graduate Information Technology Program, the graduates will
be able to:

B1. Analyze and evaluate complex and advanced computing problems, leverage computing
tools and techniques to develop innovative solutions.

B2. Propose creative computing-based solutions combining diverse perspectives, including
networking, data and project management, cybersecurity, and IoT and edge computing,
to ensure sustainability and digital transformation.

B. Practical and Professional Skills:
Upon successful completion of the graduate Information Technology Program, the graduates will
be able to:

Cl.Creatively design, integrate, develop, and deploy secure computing-based solutions to
meet business requirements in the context of the program’s discipline.

C2.Conduct scientific research to overcome and fill the gaps of the current state of the art
related to Information Technology.

C. General and Transferable Skills:

Upon successful completion of the graduate Information Technology Program, the graduates will
be able to:

D1. Communicate verbally and in writing to perform tasks proficiently in various roles to fulfill high
standard projects and research requirements.

D2. Demonstrate a strong commitment to ethical conduct and regularity compliance with the best
practices to achieve academic and professional responsibilities while actively engaging in
continuous professional development.
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Appendix 12: Alignment of Program Objectives and Program Intended Learning

Outcomes
Program Objectives| popi; | PObj2 | PObj3 | PObj4
Program PILOs
Al v
B1 v v
B2 v
Cl1 v
C2 v
C3 v
D1 v
D2 v
Appendix 13: Program Structure
No Requirements No. of Courses 8 G D
Hours | Weight %
. . . Compulsory -- -
1 University Requirements Elective — — 0%
2 Faculty Requirements Compulsory - — 0%
Elective - --
. Compulsory - --
3 | Department Requirements Elective — — 0%
. Compulsory 8 24 o
4 Program Requirements Elective ) 6 0.83%
5 Field Training (if any) Compulsory - -- %
6 Thesis Compulsory 1 6 0.17%
1 (10 Courses
Total: 2 + Thesis) | 36 100%
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